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Chapter 1: Introduction

Introduction to your Router

You are now reading an all-in-one document on instructions about four different routers with similar
and up-to-date features - BiPAC 4520VAOZ R3, BiPAC 4500VAOZ R3, BIiPAC 4520AZ R3 and
BiPAC 4500AZ R3. The four models are the most recent models offered by our company, with
concrete features placed in the next chapters.

The major difference lies in whether the model is with support of Dual SIMs and VolP. Please check
the diagram below:

Model WAN SIM LAN Wireless VolP | VPN

4520VAOZ R3 | 4G-LTE + EWAN | x2 | GbE x4 | 11ac(5GHz) + 11n(2.4GHz) | FXSx2 | Yes

4500VAOZ R3 | 4G-LTE + EWAN | x1 | GbE x4 | 11ac(5GHz) + 11n(2.4GHz) | FXSx2 | Yes

4520AZ R3 | 4G-LTE + EWAN | x2 | GbE x4 | 11ac(5GHz) + 11n(2.4GHz) | NA | Yes

4500AZ R3 | 4G-LTE + EWAN | x1 | GbE x4 | 11ac(5GHz) + 11n(2.4GHz) | NA | Yes

Note: EWAN is configured by firmware.

Last revised date: June, 2021



BiPAC 4520VAOZ R3

= = TS o
Power 1 2 3 4 USB  24G 5G WPS L a j A intemet

N2

= (DI

Gigabit Ethernet Power

&) EWANM4 3

Reset AON

JLOFF

BiPAC 4500VAOZ R3

—__ FEthemet— —\

0
4 k 1 a2 K intemet

N2 31 Gigabit Ethernet

(I  CIIXId

3

= = o
Power 1 2 3 4 UsB 246G 5G WPS 1 Internet

Gigabit Ethernet

BiPAC 4500AZ R3

Ethemet.
Power 1 2 3 4 USB 24G

1‘ Internet

&9
=
3
b

Gigabit Ethernet B Power e
use

LU EWANI4 3




Integrated with Latest 4G-LTE Network with dual SIMs, dual band Wireless and VPN

The BIPAC 4520VAOZ R3 series supports the state-of-the-art 4G-LTE network which is reliable,
scalable and flexible for indoor applications. Embedded with 4G-LTE module and Gigabit EWAN
interfaces, the router enables high-speed and secured Internet connectivity for home, SOHO, and
enterprise users. With an integrated dual-band wireless access point and 4-port Gigabit Ethernet LAN,
the router can run both 2.4GHz and 5GHz to maximum wireless speed 2.3Gbps (1700Mbps at 5GHz,
600Mbps at 2.4GHz) and 10 times faster LAN connection than the regular FAST Ethernet LAN.
Meanwhile, the device integrates with two FXS ports allowing simultaneous VoIP calls, and users can
choose the most economical rate of VoIP calls provided by different providers.

Single Radio/ Dual SIMs (BiPAC 4520VAOZ R3/ 4520AZ R3)

The Dual-SIM provides failover feature to keep Internet connectivity if primary SIM loses connectivity.

Automatic Failover/Failback between 4G-LTE and Gigabit EWAN

Uniquely embedded with 4G-LTE and Gigabit EWAN interfaces, the router ensures a seamless
Internet connectivity by featuring superior Failover/Failback functionality between 4G-LTE and EWAN.
Either wired or wireless connection can be set up as primary or backup WAN port. When the main
WAN interface fails, the secondary WAN interface will automatically back up the connection to ensure
an always-on connectivity.

Dual-Band Wireless Mobility and Security

With an integrated dual-band wireless access point, the router runs both 2.4GHz and 5GHz
simultaneously that the combined throughput can reach 2.3Gbps (1700Mbps at 5GHz, 600Mbps at
2.4GHz). Multiple SSIDs with Client Isolation to enhance the level of transmission security and access
control over the Wireless LAN. The network manager can assign different policies and functions for
each SSID, increasing the flexibility and efficiency of the network infrastructure.

Hotspot with Captive Portal

A hotspot is usually a public localtion(coffee shops, airports, etc) where people obtain internet access
typically using wireless. The captive portal enables highly secure connectivity with multiple
authentication options and extensive controls for access and bandwidth management. Customization
options allow for operator logos, branding or advertisement placement.

Secure VPN Connections

The router supports comprehensive and robust IPSec/ PPTP/ L2TP/ GRE/ OpenVPN VPN(Virtual
Private Network) protocols for business users to establish private encrypted tunnels over the public
Internet to secure data transmission between headquarters and branch offices. It also supports VPN
dial in from smart phones for secure remote Internet connection via your home broadband. With a
built-in VPN accelerator, the router enhances IPSec VPN performance significantly.

VoIP Supplemental Services (BiPAC 4520VAOZ R3/ 4500VAOZ R3)

It complies with SIP protocol and the most popularly adopted VolP standard to ensure interoperability
with SIP devices and major VolP Gateways, supporting a variety of telephony applications including
Hot-line/Warm-line, Call Forwarding, Call Transfer, Call Waiting, 3-way Conference Call, Anonymous



Call, Block Anonymous Call and Don't Disturb.

IPv6 Supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed IPv4.
IPv6 has a vastly larger address space than IPv4. The router is already supporting IPv6, you can use
it in IPv6 environment no need to change device. The dual-stack protocol implementation in an
operating system is a fundamental IPv4-to-IPv6 transition technology. It implements IPv4 and IPv6
protocol stacks either independently or in a hybrid form. The hybrid form is commonly implemented in
modern operating systems supporting IPv6.

Quick Start Wizard

Support a WEB GUI page to install this device quickly. With this wizard, simple steps will get you
connected to the Internet immediately.

Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI, CWMP(TR-069) or Billion
CMS.

Billion CMS

Billion CMS(Central Management System) is our private Central Management Platform that provides
operators with a comprehensive suite of services to manage devices in real-time.



Features & Specifications

A4AG-LTE for high speed mobile broadband connectivity

AHigh performance antenna for increased coverage, signal reception and efficiency

A Gigabit Et her ne tCaMeANdr/MSIENGMAAN) throughput

AGigabit Ethernet LAN

A | Pv 6(IPv4ARv@idypal stack) *

AIEEE 802.11 b/g/n 2.4GHz & 802.11a/n/ac 5GHz compliant Wireless Access Point with Wi-Fi
Protected Setup (WPS), Wi-Fi Protected Access (WPA-PSK/ WPA2-PSK) and Wired
Equivalent Privacy (WEP) support

AMultiple wireless SSIDs with wireless guest access and client isolation

AWi-Fi Hotspot with Captive Portal

A Enterprise | evelOSPFoBGPi ng functional ity

AFirewall Security with DoS Preventing and Packet Filtering

AAccess Control

AUniversal Plug and Play (UPnP) Compliance

A E as e wihfQuitkdnstallation Wizard

ACWMP(TR-069)

ABillion CMS

- VPN

AOpenVPN tunnel

A 1lPSec VPN with powerful DES/ 3DES/ AES
APPTP VPN with Pap/ Chap/ MPPE authentication

AL2TP VPN with Pap/Chap authentication

AGRE VPN tunnel

- VoIP (BIiPAC 4520VAOZ R3/ 4500VAOZ R3)

AVoice over IP compliant with SIP standard

ATwo FXS ports for connecting to regular analog telephones
AHot-line/ Warm-line

Acall Forwarding, Call Transfer, Call Waiting, 3-way Conference Call
ASpeed Dial, Dial Plan, Return Call, Redial

AFAX Relay: T.38

Acall Detailed Records (CDR)

AVoIP NAT Traversal



High-speed mobile wireless data communication
AEmbedded 4G-LTE module
AHigh performance antenna

Network Protocols and Features
AlPv4, IPv6, IPv4/ IPv6 Dual Stack *
ANAT
AStatic Routing and Dynamic Routing - RIP-1/2, OSPF, BGP
AVirtual Server and DMZ
ADHCPv4/v6™
AUniversal Plug and Play(UPnP) Compliant
ADynamic Domain Name System(DDNS)
ASNTP, DNS proxy
AIGMP snooping and IGMP proxy
AMLD snooping and MLD proxy
AVRRP(Virtual Router Redundancy Protocol)

Dual WAN
AFailover/ Failback (EWAN / 4G-LTE)
ALoad Balancing (EWAN / 4G-LTE)

Dual-Band Wireless LAN
AIEEE 802.11a/b/g/n/ac compliant
AConcurrent dual-band 802.11a/n/ac(5GHz) and 802.11b/g/n(2.4GHz)
AUp to 1733Mbps wireless operation rate at 5GHz
AUp to 600Mbps wireless operation rate at 2.4GHz
AWi-Fi security with WEP 64/128, WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK
AWPS (Wi-Fi Protected Setup) for easy setup
AMultiple wireless SSIDs
AWi-Fi MAC Filtering
AWi-Fi Client Isolation
AWi-Fi Hotspot with Captive Portal
ASupport RADIUS authentication



AWi-Fi client rate-limiting

Firewall
ABuilt-in NAT Firewall
AStateful Packet Inspection (SPI)
A DoS at t acikcluging kandeAttack, Ring of Death, etc
AAccess control
AIP&MAC filter, URL Content Filter
APassword protection for system management
AVPN pass-through

Virtual Private Network (VPN)
A S e c BSe@MWPN Wwith powerful DES/ AES
ASecured PPTP VPN with Pap/ Chap/ MPPE authentication
ASecured L2TP VPN with Pap/Chap authentication
ASecured GRE VPN tunnels
ASecured OpenVPN Server and Client

VoIP (BIPAC 4520VAOZ R3/ 4500VAOZ R3)
ACompliant with SIP standard (RFC3261)
ACodec: G.729, G.726, G.711 A-Law, G.711 u-Law
ADTMF method: Inband, RFC 2833, SIP Info
AT .38 Fax relay
Acaller ID generation: DTMF, FSK
Asilence Suppression (VAD), Echo Cancellation
AHot-line/ Warm-line
Acall Forwarding, Call Transfer
Acall Waiting, 3-way Conference Call
AAnonymous Call, Block Anonymous Call
ASpeed Dial, Return Call, Redial
ADial Plan
ADon't Disturb Function
AVolP NAT Traversal



USB Application Server
AStorage/NAS: SAMBA Server, FTP Server

Management
AQuick Installation wizard
AWeb-based GUI for remote and local management
AFirmware upgrades and configuration data upload and download via web-based GUI
ASupports DHCP server / client / relay
A Su p BNMP wisv2, v3, MIB-l and MIB-II
ACWMP(TR-069) " supports remote management
ARemote syslog monitor
A ScheduiRebnogy Aut o
ABillion CMS

”072;' 1. Only upon request for Telco/ ISP projects.

2. Specifications on this datasheet are subject to change without prior notice.




Hardware Specifications

Physical interface
AOne(1) Embeded 4G-LTE module
ATwo(2) mini-SIM(2FF) card slot (BiPAC 4520VAOZ R3 / 4520AZ R3)
One(1) mini-SIM(2FF) card slot (BiPAC 4500VAOZ R3 / 4500AZ R3)
AFour(4) Gigabit Ethernet WAN(GbE WAN) for Cable/Fiber/xDSL high WAN throughput
ATwo(2) external detachable 4G-LTE antennas
ATwo(2) external dual-band 5GHz & 2.4GHz detachable wireless antennas
ATwo(2) internal dual-band 5GHz & 2.4GHz wireless antennas
ATwo(2) RJ-11 FXS ports (BiPAC 4520VAOZ R3 / 4500VAOZ R3)
AOne(1) USB 2.0 Type A Host port
AWiFi On/Off & WPS button
AFactory default reset button
APower jack

APower switch button



Application Diagram

Model WAN SIM LAN Wireless VoIP | VPN
4520VAOZ R3 | 4G-LTE + EWAN | x2 | GbE x4 | 1lac(5GHz) + 11n(2.4GHz) | FXSx2 | Yes
4500VAOZ R3 | 4G-LTE + EWAN | x1 | GbE x4 | 1lac(5GHz) + 11n(2.4GHz) | FXSx2 | Yes

4520AZ R3 | 4G-LTE + EWAN | x2 | GbE x4 | 11ac(5GHz) + 11n(2.4GHz) | NA | Yes
4500AZ R3 A4G-LTE + EWAN | x1 | GbE x4 | 11ac(5GHz) + 11n(2.4GHz) NA Yes
Note: EWAN is configured by firmware.
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Chapter 2: Product Overview

Important Note for Using This Router

-

\_

®

Warning

<

Do not use the router in high humidity or high temperature.

Do not open or repair the case yourself. If the device becomes
too hot, turn off the power immediately and have it repaired at

a qualified service center.
Place the router on a stable surface.

~

/
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Device Description

—___ Ethernet
Power 1 2 3

Power

STATUS

DESCRIPTION

The Power dual-color LED behaves as shown below.

Green

System is up and ready

Red

Boot failure

The dual-color LED behaves as shown below.

Gigabit Ethernet Green Transmission speed is at Gigabit speed (1000Mbps)
(LAN1 ~ LAN4) Orange Transmission speed is at 10/100Mbps

Blinking Data being transmitted/received
USB Green Connecting to a USB dongle or a hard drive.

Wireless(2.4G)/
Wireless(5G)

The single-color LED behaves as follows:

Green

Wireless connection established

Green blinking

Data being transmitted / received

WPS Green WPS configuration is in progress
The dual-color LED behaves as shown below.

Phone 1/ 2 Green Successfully registered and ready to be used.
Orange Phone is off-hook, in-use

4G Signal Strength
(RSSI)

The 4G-LTE Received Signal Strength Indicator LED behaves as shown below.

Green

RSSI greater than -69 dBm. Excellent signal condition

Green Flashing quickly

RSSI from -81 to -69 dBm. Good signal condition

Orange Flashing quickly

RSSI from -99 to -81 dBm. Fair signal condition.

Orange Flashing slowly

RSSI less than -99 dBm. Poor signal condition.

Orange

No signal and the 4G-LTE module is in service

Off

No 4G-LTE module or 4G-LTE module fails

Internet

The Internet dual-color LED behaves as shown below.

Green IP connected and traffic is passing through the device.
Red IP request failed.
Off Either in bridged mode or WAN connection not present.

Note: Phone 1/ 2: BiPAC 4520VAOZ R3/ 4500VAOZ R3

11




Index

Item

Description

Manually screw the two supplied 4G-LTE antennas tight to the connectors for the

! 4G-LTE Antenna Cellular Module.
2 Insert the mini SIM card (2FF) with the gold contact facing down.
= Push the mini SIM card (2FF) inwards to eject it
==—u | SIM Card Slot . ) . . .
SIM Warning: Before inserting or removing the SIM card, you must disconnect the
router from the power adapter.
3 Phone (FXS 1/ 2) Connect your analog phone to this port with a RJ-11 cable.
After the device is powered on, press it 6 seconds or above: to restore to factory
default settings (this is used when you cannot login to the router, e.g. forgot your
4 Reset password)
After pressing the RESET button for more than 6 seconds then release it, to be
sure you power cycle the device again.
By controlling the pressing time, users can achieve two different effects:
5 Wi-Fi On/Off (2)_ Wi-Fi On/Off button: Press & hold the button for more than 6 seconds to On/Off
a ))) & WPS the wireless.

(1) WPS: Press &hold the button for less than 6 seconds to trigger WPS function.

Gigabit Ethernet

Connect a UTP Ethernet cable (Cat-5e or Cat-6) to one of the four LAN ports when
connecting to a PC or an office/home network of 10Mbps/ 100Mbps/ 1000Mbps.

6
(LAN1~LAN 4) LAN 4 is a configurable EWAN, servering as an EWAN port for connecting
Cable/Fiber/xDSL modem.
2 USB The USB can support setup for storageffile sharing. Connect an external USB dongle/
hard drive for storage.
8 Power Jack Connect the supplied Power Adapter to this jack.
9 Power Switch Power On/ Off switch.

Note: Phone(FXS 1/ 2): BIPAC 4520VAOZ R3/ 4500VAOZ R3
Dual SIM slot: BiPAC 4520VAOZ R3/ 4520AZ R3
Single SIM slot: BiPAC 4500VAOZ R3/ 4500AZ R3

12



The detail instruction in Reset Button

Recovery procedures for non-working devices (e.g. after a failed firmware upgrade flash):

Pl ease foll ow the st ep-flash wébenterfaoeuvtleherdse accaersble yia n ¢

http://192.168.1.1 where you can upload a firmware image to restore the router to a functional state.

Please note that the router will only respond with its web interface at this address (192.168.1.1), and
will not respond to ping request from your PC or other telnet operations.

Steps:

Before starting recovery process, please configure the IP address of the PC as 192.168.1.100 and
proceed with the following step-by-step guide.

1. Power the router off.

2. Press reset button and power on the router, once the Power flashes Red and Green, keeping press
reset button over 6 seconds.

3. Internet led flashes Green and Red, router entering recovery procedure and router's IP will reset to
Emergency IP address (Say 192.168.1.1).

4. Open browser and access http://192.168.1.1 to upload the firmware.

5. Internet led lit Red, and router starts to write firmware into flash. Please DO NOT power off the
router at this step.

6. Internet led lit Green when successfully upgrade firmware.
7. Power the router off and then on again.

13



Chapter 3: Basic Installation

The router can be configured with your web browser. A web browser is included as a standard
application in the following operating systems: Windows, Linux, Mac OS, etc. The product provides an
easy and user-friendly interface for configuration.

PCs must have an Ethernet interface installed properly and be connected to the router either directly

or through an external repeater hub, and have TCP/IP installed and configured to obtain an IP address
through a DHCP server or a fixed IP address that must be in the same subnet as the router. The
default IP address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any
attached PC must be in the same subnet, and have an IP address in the range of 192.168.1.1 to
192.168.1.253). The best and easiest way is to configure the PC to get an IP address automatically

from the router using DHCP. Ifyou encounterany pr obl ems accessing the roc
also be advisable to uninstall any kind of software firewall on your PCs, as they can cause problems
accessing the 192.168.1.254 IP address of the router. Users should make their own decisions on how

to best protect their network.

Pl ease follow the steps below for your PCOGs netyv
your PCb6s network component s. The TCP/ I P protoc
installed. If not, please refer to your Windows-related or other operating system manuals.

4 )

” 0’5‘ Any TCP/IP capable workstation can be used to communicate with or
through the LTE Router. To configure other types of workstations,
& pl ease consult t hememetionuf actur er

N J

14



Cabling

One of the most common causes of problems is bad cabling. Make sure that all connected devices are
turned on. On the front panel of the product is a bank of LEDs. Verify that the LAN Link and LEDs are

lit. If they are not, verify that you are using the proper cables.

15



Default Settings

Before configuring the router, you need to know the following default settings.

Web Interface: (Username and Password)

v Username: admin
v Password: admin

The default username and password are admin and admin respectively.

If you ever forget the username/password to login to the router, you may
press the RESET button up to 6 seconds then release it to restore the factory
default settings.

Caution: After pressing the RESET button for more than 6 seconds then
release it, to be sure you power cycle the device again.

Device LAN IP Settings

¢ IP Address: 192.168.1.254
v Subnet Mask: 255.255.255.0

DHCP Server:
v DHCP server is enabled.

¢/ Start IP Address: 192.168.1.100
v IP pool counts: 20

16



Information from Your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what kind
of service is provided such as 4G-LTE or EWAN (Dynamic IP address, Static IP address, PPPoE

Mode).

17



Chapter 4: Device Configuration

Login to your Device

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254, and
click Go, a user name and password window prompt appears.

The default username and password is admin and admin respectively for the Administrator.

& 1921581254

< C (@ 192.168.1.254

Signin

http;//192.168.1.254

Your cannection to this site is not private

Usernames

Pazsword

18



Congratulations! You have successfully logged on to your 4G-LTE Router !

4G/LTE Dual-Band Wireless VolP VPN Router

I Status
* Quick Start
> Configuration ~ Device Information ~ Physical Port Status
Maodel Name BIPAC 4520WADZ R3 4G-LTE v
Firmware Version ,  1.00.1. EWAN(LAN 4) x
MAC Address §0:03:47: WirelessClient e
Date-Time , Wed Jan 20 01:27:24 2021 Ethernet v
System Up Time 3 mins ‘Wireless 2. 4GHz Iy
Wireless 5GHz \/
¥ WAN
Interface Protocol Connection IP Address Default Gateway
4G-LTE w Dynamic IP 0d: Oh: 1m: 1s Connected 100.65.197.151/255.255.255.240 100.65.197.152
¥ LAN
IP Address Subnet Mask/Prefix Length DHCP Server
Enable / 192.168.1.100~192.168.1.119

192.168.1.254 2552552550 Enable / Stateless

¥ Wireless 2.4GHz

Mode SSID Channel Security
802.11b+g+n wlan-ap-2.4G [} OFEMN

~ Wireless 5GHz

Mode SSID Channel Security
802 11a+n+ac wlan-ap-5G 153 COPEM
<" Restart Em Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.

Once you have logged on to your 4G-LTE Router via your web browser, you can begin to set it up
according to your requirements. On the configuration homepage, the left navigation pane links you
directly to the setup page, which includes:

@ Status(Device Info, System Status, System Log, 4G-LTE Status, Wireless Status, Hotspot Status,
Statistics, DHCP Table, IPSec Status, PPTP Status, L2TP Status, GRE Status, OpenVPN
Status, Disk Status, VoIP Status, ARP Table, VRRP Status)

@ Quick Start (Wizard Setup)

@ Configuration (Interface Setup, Dual WAN, Hotspot, Advanced Setup, VPN, VoIP, Access
Management, Maintenance)

Please see the relevant sections of this manual for detailed instructions on how to configure your
gateway.

Note: VoIP: BiPAC 4520VAOZ R3 / 4500VAOZ R3
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Status

In this section, you can check the router working status, including Device Info, System Status,
System Log, 4G-LTE Status, Wireless Status, Hotspot Status, Statistics, DHCP Table, IPSec
Status, PPTP Status, L2TP Status, GRE Status, OpenVPN Status, Disk Status, VolP Status, ARP
Table, and VRRP Status.

4G/LTE Dual-Band Wireless VolP VPN Router

Powering communications

wih Security

N N
- Device Info -

+ System Status e [T L T ~ Physical Port Status

+ System Log

. 4G.LTE Status Model Name . BIPAC 4520WADZ R3 4G-LTE v
. Wireless Status Firmware Version 1.00.1. EWAMN(LAN 4) e
+ Hotspot Status MAC Address §0:03:47: WirelessClient 0
« Statistics Date-Time Wed Jan 20 01:27:24 2021 Ethernet e
* DHCP Table System Up Time 3 mins Wireless 2 4GHz N
' IPSec Status Wireless 5GHz Y/
 PPTP Status
' L2TP Status ~ WAN
' GRE Status
. OpenVPN Status Interface Protocol Connection IP Address Default Gateway
» Disk Status 4G-LTE 4 Dynamic IP 0d: Oh: 1m: 8s Connected 100.65.197.151/255.255 255 240 100.65.167.152
*VolP Status
' ViolP Status ~ LAN
« VoIP Call Log IP Address Subnet Mask/Prefix Length DHCP Server
+ ARP Table Enable / 192.168.1.100~192.168.1.119
T 192.168.1.254 2552552550 Enable / Stateless
* Quick Start
» Configuration ¥ Wireless 2.4GHz
Mode SSID Channel Security
802.11b+g+n wlan-ap-2.4G [} OFEMN
~ Wireless 5GHz
Mode SSID Channel Security
802 11a+n+ac wlan-ap-5G 153 COPEM
< Restart 2] Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.
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Device Info

It contains basic information of the device.

I Status L“‘\'[" -

~ Device Information * Physical Port Status
Madel Mame BIPAC 4520vVAOZ R3 4G-LTE Ny
Firmware Version , 1.00.1. EWAN(LAN 4) b
MAC Address 60:03:47: WirelessClient »
Date-Time , Wed Jan 20 01:27:24 2021 Ethernet o
System Up Time 3 mins Wireless 2 4GHz Ny

Wireless 5GHz Y
* WAN
Interface Protocol Connection IP Address Default Gateway

4G-LTE w Dynamic IP 0d: Oh: 1m: Bs Connected 100.65.197.151/255 255 255 240 100.65.197.152
T LAN
IP Address Subnet Maski/Prefix Length DHCP Server
{ 192 163.1.100~19 3 1.

192.163.1.254 255.255.255.0 Enable / 192 165.1.100~192.165.1.118

Enable / Stateless

* Wireless 2.4GHz

Mode SSID Channel Security
802 11b+g+n wlan-ap-2 4G 3] OPEN

* Wireless 5GHz
Mode SSID Channel Security

802 11a+n+ac wlan-ap-5 153 OPEMN
Device Information
Model Name: Show model name of the router
Firmware Version: This is the Firmware version
MAC Address: This is the MAC Address
Date Time: The current date and time.

System Up Time: The duration since system is up.

Physical Port Status

Here the page shows the status of physical port of 4G-LTE, EWAN(LAN4), WirelessClient, Ethernet
and Wireless 2.4GHz, Wireless 5GHz.

WAN

Interface: The WAN interface, 4G-LTE, EWAN(LAN4) and Wireless Client.
Protocol: The protocol in use.

Connection: The connection status of the link.

IP Address: The WAN interface IP address obtained.

Default Gateway: The default gateway address.
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LAN

IP Address: LAN IP address.

Subnet Mask/Prefix Length: Subnet mask for IPv4 or Prefix length for IPv6 on LAN.
DHCP Server: LAN port DHCP information.

Wireless 2.4GHz/ Wireless 5GHz

Mode: The wireless mode in use.

SSID: The SSID.

Channel: The current channel.

Security: The wireless security setting, authentication type.
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System Status

System status displays the current system (CPU and Memory) loading.

T System Status
CPU

Usage T%
Memory

Total 235820 kB
Free 87440 kB
Cached 32333 kB

| Refresh |

CPU Usage: To show the current CPU Usage.
Memory Total: To show the total memory of the system in KB.

Memory Free: To show the current free memory or avalavle memory in KB.
Memory Cached: To show the cache memory in KB.
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System Log

In system log, you can check the operations status and any glitches to the router.

T System Log

Jan 1 82:01:24 syslogd started: BusyBox vwl1.09 (2828.12.15-05:59+0020)

Jan 1 82:91:24 syslog: [2GFUN]: 3gfun Started PID = 3664 (1)

Apr 1@ 82:88:85 syslog: [3GFUN]: Issue gobi_services begin

Apr 12 B82:00:85 syslog: [2GFUN]: Issue gobl services ...

Apr 18 82:00:86 syslog: [GB_Service]: Connect2Gobi{l) successfully!!!

Apr 12 82:008:05 syslog: [GB_Service]: Connect2Gobi(2) successfully!!!

Apr 12 82:00:86 syslog: [GB_Service]: PDN 2 handler 105d3d9E

Apr 12 82:00:05 syslog: [GB_Service]: PDN 3 handler 1@5e3420

Apr 18 982:00:8% PPOELOGIN: bind service port

Apr 12 B82:0@8:82 PPOELOGIMN: begin service loop

Apr 18 82:90:89 syslog: Model Name : BiPAC 4528VA0Z R3

Apr 12 82:00:02 syslog: Firmware Version : 1.88.1.36

Apr 18 82:08:89 syslog: [SELFCHECK]: System reboot without any reason

Apr 12 82:08:11 syslog: Recover DNS configuration file null ...

Apr 18 82:98:30 syslog: [3G_SERIAL]: Deactivate MBM.

Apr 12 82:08:39 syslog: [3G_SERIAL]: Network registering ...... M
Apr 18 82:08:43 syslog: [3G_SERIAL]: NV NW MODE setting(™e4e8") r

| Refresh || Backup || Back up the last System Log |

Refresh: Press this button to refresh the statistics.
Backup: Back up the current system log file and save it to your computer.
Backup the last System Log: Back up the last log file stored in the FLASH, save it to your computer.
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4G-LTE Status

This page contains 4G-LTE connection information.

¥ 4G-LTE Status
Current SIM Slot in Use
Status

SIM Status

Card Temperatura
Network Mode

Signal Strength
Network Band

Signal Information

SiM 1

Up

SIM Card Ready

arcC

LTE

HEREEENEN_ rsst:-64dom
BY , Bandwidth:20MHz , Channel 2850

RSRP: -84 , RSRQ: -10, SINR: 2.4

Network Name T Star
Cell ID 403ED34
Physical Cell ID 194

Card IMEI

Card IMSI

SIM Card Mumber (ICCID)

Usage Allowance

Amountused = 0Z0000||| Hee——————————
OHours of T20Hours
Billing period
Day-19
| Clean || Save |
Auto Refresh

| Refresh | Neighbour Cell ¥

Current SIM Slot in Use: The SIM card in the SIM slot is currently being used for connection.
Status: The current status of the 4G-LTE connection.

SIM Status: The current SIM card status.

Card Temperature: Show the temperature of module.

Network Mode: The network mode of current connection.

Signal Strength: The signal strength bar and dBm value indicates the current 4G-LTE signal strength.
The front panel 4G-LTE Signal Strength LED indicates the signal strength as well.

Network Band: The 4G-LTE band and band width of current connection.

Signal Information: Shows important 4G-LTE signal parameters such as RSRP (Reference Signal
Receiving Power), RSRQ (Reference Signal Receiving Quality), SINR (Signal to Interference plus
Noise Ratio).

U RSRP(Reference Signal Receiving Power): The average power of all resource elements which
carry cell-specified reference signals over the entire bandwidth.

U RSRQ(Reference Signal Receiving Quality): Measures the signal quality and is the ratio values
calculated by RSRP and RSSI..

U SINR(Signal to Interference plus Noise Ratio): It is widely used by the operators as it provides a
clear relationship between RF conditions and throughput.

Note: Some 4G-LTE modules do not provide this information.
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Network Name: The 4G-LTE network name the router is connecting to.
Cell ID: The ID of base station that the device is connected to.
Physical Cell ID: The Physical Cell Identifier of base station that the device is connected to.

Card IMEI: IMEIl(International Mobile Equipment Identity), the unique identification number that is
used to identify the 4G-LTE module.

Card IMSI: IMSI(International Mobile Subscriber Identification Number) is an uniquely number to
identifies every user of cellular network. It is saved in SIM card.

SIM Card Number (ICCID): ICCID(Integrated Circuit Card Identity) is an identifier of the actual SIM
card itself. It is an unique number and saved in SIM card.

Auto Refresh: Refresh the statistics automatically or not.
Refresh: Press this button to refresh the statistics.

Will show Usage Allowance informaiton if enable Usage Allowance.
Usage Allowance

Amountused =000/ § 6  ————————————
OHours of T20Hours

Billing period
Day-19
| Clean || Save |

Amount used: Show the volumn used, the amount can be refered to only Download, only Upload
and Download and Upload, please move to Usage Allowance to check.

Billing period: The lasting days since the biling begins each month(the beginning day counted).
Clean: To clear the usage statistics.
Save: Press to save the usage statistics to FLASH, else the usage will be cleared after reboot.

Click Neighbour Cell to show the infomation of neighbour cell.

[ Refresh | Neighbour Cell »

T Neighbour Cell

Index Band Earfcn PCI RSRQ R85l
B7 2850 193 -119 £4.7

2 BY 2850 194 -9.5 -74.3

[ Reiresh |

Mote *: Serving Cell

Band: The activated frequence band.

EARFCN: E-UTRA Absolute Radio Frequency Channel Number, a code that specifies a pair of
physical radio carriers used for transmission and reception in a land mobile radio system.

PCI: Physical Cell Identifier.

RSRQ: RSRQ(Reference Signal Received Quality), measures the signal quality and is the ratio values
calculated by RSRP and RSSI.

RSRI: RSRI(Receive Strength Signal Indicator), measures the total received wide-band power,
includes power of co-channel interference and noise.

26



Wireless 2.4GHz/ 5GHz Status

This page contains wireless connection information.

T Wireless Status
Wireless 2.4GHz Status
MAC 351D REsI Fx Rate Tx Rate Connected Time Host Name IP Address Expire Time

Wireless 5GHz Status
MAC 351D REsI Fx Rate Tx Rate Connected Time Host Name IP Address Expire Time

[Refresn |

MAC: The MAC address of wireless client.

SSID Index: The SSID index which wireless client connects to.

RSSI: The received signal strength indication.

Rx Rate: The data rate in the receiving direction.

Tx Rate: The data rate in the transmission direction.

Connected Time: Connection time of wireless client connects to router.
Host Name: Show the hostname of the wireless client.

IP Address: The IP address of wireless client.

Expire Time: The total remaining interval since the IP assignment to the wireless client.
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Hotspot Status

The Hotspot status showseachh ot spot <c¢lientds connection statu

~ Hotspot Status
Action MAC Address IP Address Authenticated User Name Duration Time Idle Time Upload Bandwidth Download Bandwidth Download Data Usage Upload Data Usage Total Data Usage

| Refresh |

MAC Address: The MAC address of the currently active client or the client attepting to connect in.
IP Address: The IP address assigned to the client.

Authenticated: Show the client is authorized or not.

User Name: The username of the logined client; in agreement mode, no username showed.
Duration Time: The uptime of the client.

Idle Time: The idle time of the client.

Upload Bandwidth: The upload traffic percentage of the used to the maximum allowed.
Dowload Bandwidth: The download traffic percentage of the used to the maximum allowed.
Upload Data Usage: The upload direction data usage of this client.

Dowload Data Usage: The download direction data usage of this client.

Total Data Usage: The total data usage of this client.
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Statistics

x 4G-LTE

T Statistics
Traffic Statistics

Interface ® 4G-LTE O EWAN(LAN 4) O Ethemet O Wireless 2.4GHz O Wireless 5GHz
Transmit Statistics Receive Statistics

Transmit Frames of Current Connection 12 Receive Frames of Current Connection 5

Transmit Byies of Current Connection 1872 Receive Bytes of Current Connection 976

Transmit Total Frames 0 Receive Total Frames 5

Transmit Total Bytes 3744 Receive Toial Byles a76

Transmit Speed 0.00xBps Receive Speed 0.00KBps

[ Refresh | Auto Refrash

Interface: Listall available network interfaces in the router. You are currently checking on the physical
status of 4G-LTE interface.

Transmit Frames of Current Connection: This field displays the total number of 4G-LTE frames
transmitted until the latest second for the current connection.

Transmit Bytes of Current Connection: This field shows the total bytes transmitted till the latest
second for the current connection for the current connection.

Transmit Total Frames: The field displays the total number of frames transmitted till the latest second
since system is up.

Transmit Total Bytes: This field displays the total number of bytes transmitted until the latest second
since system is up.

Transmit Speed: Display the current upload rate.

Receive Frames of Current Connection: This field displays the number of frames received until the
latest second for the current connection.

Receive Bytes of Current Connection: This field shows the total bytes received till the latest second
for the current connection.

Receive Total Frames: This field displays the total number of frames received until the latest second
since system is up.

Receive Total Bytes: This field displays the total frames received till the latest second since system is
up.
Receive Speed: Display the current download rate.

Auto Refresh: Choose whether to refresh the data automatically and how often. Select None to
disable the feature. Or automatically refresh the statistics every 10 sec or 30 sec.

Refresh: Press this button to refresh the statistics.
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x  EWAN

T Statistics
Traffic Statistics

Interface (2 4GATE @ EwWAN(LAN 4) O Ethernst O Wireless 2.4GHz () Wireless 5GHz
Transmit Statistics Receive Statistics

Transmit Frames 0 Receive Frames 0

Transmit Multicast Frames 0 Receive Multicast Frame 0

Transmit Total Bytes 0 Receive Total Bytes 0

Transmit Collision 0 Receive CRC Errors 0

Transmit Ermor Frames 0 Receive Under-size Frames O

Traffic Speed

Transmit Speed 0.00KBps Receive Speed 0.00KBps

[ Refresh | Auto Refresh

Interface: Listall available network interfaces in the router. You are currently checking on the physical
status of the EWAN port.

Transmit Frames: This field displays the total number of frames transmitted until the latest second.

Transmit Multicast Frames: This field displays the total number of multicast frames transmitted till
the latest second.

Transmit Total Bytes: This field displays the total number of bytes transmitted until the latest second.
Transmit Collision: This is the number of collisions on this port.

Transmit Error Frames: This field displays the number of error packets on this port.

Receive Frames: This field displays the number of frames received until the latest second.

Receive Multicast Frames: This field displays the number of multicast frames received until the latest
second.

Receive Total Bytes: This field displays the number of bytes received until the latest second.
Receive CRC Errors: This field displays the number of error packets on this port.

Receive Under-size Frames: This field displays the number of under-size frames received until the
latest second.

Transmit Speed: Display the current upload rate.
Receive Speed: Display the current download rate.

Auto Refresh: Choose whether to refresh the data automatically and how often. Select None to
disable the feature. Or automatically refresh the statistics every 10 sec or 30 sec.

Refresh: Press this button to refresh the statistics.
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x Ethernet

T Statistics
Traffic Statistics

Interface (2 4GATE O EWAN(LAN 4) @ Ethernst O Wireless 2.4GHz () Wireless 5GHz
Transmit Statistics Receive Statistics

Transmit Frames 2050 Receive Frames 4340
Transmit Multicast Frames 0 Receive Multicast Frame 0

Transmit Total Bytes 34317 Receive Total Bytes 1817187
Transmit Collision 0 Receive CRC Errors 0

Transmit Ermor Frames 0 Receive Under-size Frames O

Traffic Speed

Transmit Speed 1.18KBps Receive Speed 6.08KBps

[ Refresh | Auto Refresh

Interface: Listall available network interfaces in the router. You are currently checking on the physical
status of the Ethernet port.

Transmit Frames: This field displays the number of frames transmitted until the latest second.

Transmit Multicast Frames: This field displays the number of multicast frames transmitted until the
latest second.

Transmit Total Bytes: This field displays the number of bytes transmitted until the latest second.
Transmit Collision: This is the number of collisions on this port.

Transmit Error Frames: This field displays the number of error packets on this port.

Receive Frames: This field displays the number of frames received until the latest second.

Receive Multicast Frames: This field displays the number of multicast frames received until the latest
second.

Receive Total Bytes: This field displays the number of bytes received until the latest second.
Receive CRC Errors: This field displays the number of error packets on this port.

Receive Under-size Frames: This field displays the number of under-size frames received until the
latest second.

Transmit Speed: Display the current upload rate.
Receive Speed: Display the current download rate.

Auto Refresh: Choose whether to refresh the data automatically and how often. Select None to
disable the feature. Or automatically refresh the statistics every 10 sec or 30 sec.

Refresh: Press this button to refresh the statistics.
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x  Wireless 2.4GHz/ 5GHz

T Statistics
Traffic Statistics

Interface O 4GATE O EWAN(LAN 4) O Ethemet ® wireless 2.4GHz O Wireless 5GHz
Transmit Statistics Receive Statistics

Transmit Frames 0 Receive Frames 7249

Transmit Error Frames 0 Receive Ermor Frames 8631

Transmit Drop Frames 0 Receive Drop Frames 8631

Traffic Speed

Transmit Speed 0.00KBps Receive Speed 0.00KBps

[ Refresh | Auto Refresh

Interface: Listall available network interfaces in the router. You are currently checking on the physical
status of the Wireless.

Transmit Frames: This field displays the number of frames transmitted until the latest second.

Transmit Error Frames: This field displays the number of error frames transmitted until the latest
second.

Transmit Drop Frames: This field displays the number of drop frames transmitted until the latest
second.

Receive Frames: This field displays the number of frames received until the latest second.

Receive Error Frames: This field displays the number of error frames received until the latest second.
Receive Drop Frames: This field displays the number of drop frames received until the latest second.
Transmit Speed: Display the current upload rate.

Receive Speed: Display the current download rate.

Auto Refresh: Choose whether to refresh the data automatically and how often. Select None to
disable the feature. Or automatically refresh the statistics every 10 sec or 30 sec.

Refresh: Press this button to refresh the statistics.
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DHCP Table

DHCP table displays the devices connected to the router with clear information.

T DHCP Table
Index Host Name IF Address MAC Address Expire Time

Index: The index identifying the connected devices.

Host Name: Show the hostname of the PC.

IP Address: The IP allocated to the device.

MAC Address: The MAC of the connected device.

Expire Time: The total remaining interval since the IP assignment to the PC.
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IPSec Status

¥ IPSec Status
Index  Action Connection Name Active Connection State Statistics Remote Gateway Remote Network Local Network
| Refresh |

Index: The IPSec tunnel index number.

Action: Connect or Drop the connection.

Connection Name: User-defined IPSes VPN connection name.

Active: Show if the tunnel is active for connection.

Connection State: Show the IPSec phase 1 and phase 2 connecting status.

Statistics: Display the upstream/downstream traffic per session in KB. The value clears when session
disconnects.

Remote Gateway: The IP of the remote IPSec gateway.
Remote Network: The IP and netmask of remote access range.
Local Network: The IP and netmask of local access range.
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PPTP Status

T PPTP Status

PPTP Server

Index  Connection Name  Active Connecticn State Connection Type Assigned IP Address Remote Network
PPTP Client

Index Connection Name  Active Connection State Connection Type Server IF Address Remote Network

| Refresh |

Index: The PPTP server tunnel index number.

Connection Name: Show user-defined PPTP VPN connection name.

Active: Show if the tunnel is active for connection.

Connection State: Show the connecting status.

Connection Type: Remote Access or LAN to LAN.

Assigned IP Address: Show the IP assigned to the client by PPTP Server.

Server IP Address: Show the IP of remote PPTP Server.

Remote Network: Display the remote network and subnet mask in LAN to LAN PPTP connection.
Refresh: Click this button to refresh the connection status.
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L2TP Status

¥ L2TP Status

Index Connectiocn Name  Active Connecticn State Connecticn Mode Connection Type Tunnel Remate IP Address

| Refresh |

Index: The L2TP tunnel index number.

Connection Name: Display the user-defined L2TP connection name.
Active: Show if the tunnel is active for connection.

Connection State: Show the connecting status.

Connection Mode: The L2TP mode is dialin or dialout.

Connection Type: Remote Access or LAN to LAN.

Tunnel Remote IP Address: Display the remote tunnel IP address.
Refresh: Click this button to refresh the connection status.
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GRE Status

¥ GRE Status
Index Connection Name Active Remote Gataway IP Remote Network

| Refresh |

Index: The GRE tunnel index number.

Connection Name: Display the user-defined GRE connection name.
Active: Show if the tunnel is active for connection.

Remote Gateway IP: The IP of the remote GRE gateway.

Remote Network: Display the remote network.

Refresh: Click this button to refresh the connection status.
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OpenVPN Status

¥ OpenVPN Status
OpenVPN Server

Index Connection Name Active Service Port Tunnel Network Status

OpenVPN Client

Index Connection Name Active Remote Server Status Detail Info
[ Refresh |

Index: The index to identify the OpenVPN connection/rule.
Connection Name: User-defined name to mark the connection/rule.
Active: Yes or no to demosntrate the rule is active or not.
Service Port: Show the service port/protocl.
Tunnel Network: The virtual tunnel subnet of the server.
Status: The status of the rule.

Remote Server: Show the remote server public IP: port/protocl.
Detail Info: Show the assigned virtual IP and routing by the sever.
Refresh: Click this button to refresh the connection status.
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Disk Stauts

¥ Disk Status

Partition Disk Space(kKB) Free Space(KB)

Partition: Display the USB storage partition.
Disk Space (KB): Display the total storage space of the NAS in Kbytes unit.
Free Space (KB): Display the available space in Kbytes unit.
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VOoIP Status (sipAC 4520vA0Z R3 / 4500VAOZ R3)

VoIP status gives you a directive picture on the registered VolP accounts.

T \VolP Status

“olP Number Host Status Registered Time
NIA NIA NIA NIA

NIA NIA NIA NIA

| Refresh |

Phone Number: The number you use to register in the Basic page of VoIP.
Host: Show the IP address and port number of SIP Registrar.
Status: The status of the registered SIP account.

Registered Time: The duration the account has been successfully registered to the SIP registrar.
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VoIP Call Log irac 4520vA0z R3 1 4500VA0Z R3)

VolIP Call Log monitos information about Incoming Calls, Outgoing Calls and Missed Calls, recording

call information by Start-Time, Caller Name, Caller Number, Answer Time, End Time, Talk Duration,
and Status.

Incoming Call Log:

*VolP Call Log

Phane
Incoming Call Log - Outgoing Call Log Missed Call Log

Incoming Call Log

Start-Time Caller Mame Caller Number

Answer Time End Time Talk Duration Status

| Refresh |

Outcoming Call Log:
*VolP Call Log

Phaone
Incoming Call Log - Outgoing Call Log Missed Call Log

Cutgoing Call Log

Start-Time Caller Name Caller Number

Answer Time End Time Talk Duration Status

| Refresh |

Missed Call Log:
*VolP Call Log

Phone

Incoming Call Log Qutgoing Call Log Missed Call Log

Missed coming Call Log

Start-Time Caller Mame Caller Number Answer Time End Time Talk Duration Status

| Refresh |
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ARP Table

This section displays the routerds ARP ( Adappirgs s
of IP addresses to Ethernet MAC addresses.

¥ ARP Table

Index IP MAC Address
1 192.166.1.34 00:16:d3:e7:0%33

Index: The Index of the ARP rule item.

IP Address: Shows the IP Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.
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VRRP Status

Show the VRRP(Virtual Router Redundancy Protocol) status.
TVRRP Status
Current Status NIA

Current Master MiA

Current Status: Show VRRP current status, Master or Backup.
Current Master: Show the IP address of current master.
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Quick Start

This is a useful and easy utility to help you to setup the router quickly and to connect to your ISP
(Internet Service Provider) with only a few steps. It will guide you step by step to setup password, time

zone, and WAN settings of your device. The Quick Start Wizard is a helpful guide for the first-time
users to the device.

4G/LTE Dual-Band Wireless VoIP VPN Router

Powering communicstons

wih Securify

Dsias [ [—— a N
.

T Quick Start

The "Quick Start’ wizard will guide you to configure the device to connect to your |SP(Internet Service Provider).
Please follow the "Quick Start’ wizard step by step to configure the device. It will allow you to have Internet access within minutes.

< Restart 2] Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.

Click Run Wizard to goto Quick Start Wizard.

 Quick Start

Follow these simple steps to configure your device. Click NEXT to begin. .
Step 1. Set your new password .

Step 2. Choose your time zone.

Step 3. Set your 2.4GHz wireless connection.

Step 4. Set your 5GHz wireless connection.

Step 5. Set your internet connection.

Step 6. Confirm the configuration and sawve it.

Click Next to move on to Step 1.

Step 11 Password

Set new password of the admin account to access for router management. The default is admin.

Once changed, please use this new password next time when accessing to the router. Click Next to
continue.

* Quick Start - Password

You may change the administrator account by entering a new password. Click NEXT to continue.
MNew Password | |

Confirm Password | |

Step 21 Time Zone

Choose your time zone. Click Next to continue.
* Quick Start - Time Zone

Select the appropriate time zone for your location and click NEXT to continue.
Time Zone

| {GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London s
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Step 31 Wireless 2.4GHz

Set up your wireless connection if you want to connect to the Internet wirelessly on your PCs. Click
Next to continue.

¥ Quick Start - Wireless 2.4GHz

Configure your wireless network, authentication type and click NEXT to continue.

Access Point @ Activated () Deactivated

SSID |wian-ap-2.4G |

Broadcast 881D ®ves (No

Channel [ UNITED STATES v|[08  w|

Security Type [ OPEN

v]

| Back || Apply & Next || Skip & Next |

Step 41 Wireless 5GHz

Set up your wireless 2.4GHz connection if you want to connect to the Internet wirelessly on your PCs.
Click "Apply & Next" or "Skip & Next" to continue.

¥ Quick Start - Wireless 5GHz

Configure your wireless network, authentication type and click NEXT to continue.

Access Point @ Activated ' Deactivated

SSID

|wlan—aprﬁf3 |

Broadcast SSID ® ves I No

[ UNITED STATES w|[ 153
Security Type [ OPEN

Channel ~ | Current Channel | 153

v

| Back || Apply & MNext || Skip & Mext |

Step 571 ISP Connection Type

Set up your Internet connection. For detailed instructions on configuring WAN settings, see refer to the
Interface Setup section.

5.1. Select an appropriate WAN connection protocol then click Next to continue.
¥ Quick Start - ISP Connection Type

Select the WAN Interface and Internet Connection Type to connect to your |SP. Click NEXT to continue.

WAN Interface
| Back || Mext |

Input all relevant 4G-LTE parameters from your ISP.
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¥ Quick Start - 4G-LTE

The settings may be vary by carrier and plan. Enter the settings provide by your carrier and click NEXT to continue.

PDN Type @ pys O ipvaiiPve O 1PVE
Authentication Protocol

Username

FPassword

Keep Alive COves @ Np

MTU 0 | means use default 1500)

5.2. If selected EWAN

¥ Quick Start - ISP Connection Type

Select the WAN Interface and Internet Connection Type to connect to your |SP. Click NEXT to continue.

WAN Interface | EWAN({LAN 4) »

Service
@ Dynamic IP Address { Select the WAN Interface and Internet Connection Type to connect to your ISP. Click NEXT to continue. )

ISP () Static 1P Address { Choose this option to set static IP information provided to you by your ISF.)
) PPPoE ( Choose this option if your ISP uses PPPoE_)

If selected Dynamic IP Address, click Next to continue.

¥ Quick Start - Dynamic IP Address

Your choice is Dynamic IP. Click NEXT to continue.

If selected Static IP Address, please enter IP address, Subnet mask, Gateway and DNS provided by
your ISP. Click Next to continue.

¥ Quick Start - Static IP Address
Provide the static IP information. Click NEXT to continue.
IP Address

Subnet Mask

ISP Gateway

FPrimary DNS

Secondary DNS

If selected PPPOE, please enter PPPoE account information provided by your ISP. Click Next to
continue.

* Quick Start - PPPoE

Provide the PPPoE information. Click NEXT to continue.

Step 61 Quick Start Completed
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The Setup Wizard has completed. Click on Back to modify changes or mistakes. Click Next to save
the current settings.

¥ Quick Start - Quick Start Completed

Quick Start Completed !!
The Setup Wizard has completed. Click on BACK to modify changes or mistakes. Click NEXT to exit the Setup Wizard.

Step 71 Quick Start Completed

T Quick Start - Quick Start Completed !!

Quick Start Completed !!
Saved Changes.
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Configuration

Click to access and configure the available features in the following: Interface Setup, Dual WAN,
Hotspot, Advanced Setup, VPN, VoIP, Access Management, and Maintenance.

4G/LTE Dual-Band Wireless VoIP VPN Router

Powering communicstons

wih Securify

m IConﬁguration
S—

rinterface Setup

» Dual WAN WAN Interface

:23::?::8 = Status ® Activated O Deactivated

rVPN Usage Allowance » " IEnakle

+VolP IP Pass-Through Mode I Enaple

rAccess Management

» Maintenance LTE PCI Lock [CIEnable Earfen/Pcl 1)0 ho 2|0 1o 3|0 L]
Network Mode
FLMN Selection Operator Numeric| | FEAT| || Scan |
TEL No. [*og1% |
Multiple APN
SIM 1
SIM1 APN [internet
SIM1 PDN Type CiPvd ® 1PvaiPve O 1Pv6
SIM1 Authentication Protocol
SIM1 Username
SIM1 Password
SIM1 PIN | |
SIM 2
SIM2 APN | |
SIM2 PDN Type ®iPys O IPvaIPvE O 1PV6
SIM2 Authentication Protocol
SIM2 Username
5IM2 Password
SIM2 PIN | |
Connection
Connection ® Always On (Recommendsd)
Keep Alive Oes @ No
Keep Alive Probe Ping IP Check Interval 5x 1 Seconds
Background Ping Oves ®No
Background Probe Ping IP Interval Seconds
Dual SIM Failover Cives @ Np
Dual SIM Failover Probe Ping IP Failover Limit | 3 Times
Default Route ®ves ONo
Second APN as Default Route Cives @ pNp
MTU [0 o means use defauit:1500)
CSFB [ Enable

< Restart 2] Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.

These functions are described in the following sections.
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Interface Setup

Here are the features under Interface Setup: Internet, LAN, Wireless 2.4GHz, Wireless 2.4GHz
MAC Filter, Wireless 5GHz, Wireless 5GHz MAC Filter, IPv6-4x6XLAT, and Loopback Interface.

4G/LTE Dual-Band Wireless VoIP VPN Router Powering communixatons
wih Security
I Configuration
* Quick Start
> Configuration ~Internet
~Interface Setup
Nhforner WAN Interface 4G-LTE v
1AL Status ® Activated () Deactivated
 Wireless 2.4GHz n o O
sage Allowance »
 Wireless 2.4GHz MAC Filter ¢ EERE
+ Wireless 5GHz IP Pass-Through Mode [CJEnable
+ Wireless 5GHz MAC Filter LTE PCl Lock [JEnable Earfen/PCI 1.0 1o 2/o /0 3.0 f0
+ IPV6-464XLAT Network Mod [Auomate v |
* Loopback Interface r € Ltamatic
r Dual WAN PLMN Selection Operator Numeric | | RAT| || Scan |
S TEL No. [0z |
rAdvanced Setup
»VPN Multiple APN Single APN
»Volp SIM 1
rAccess Management -
: SIM1 APN [internet
rMaintenance
SiM1 PDN Type COIPvd @ 1PvaiPve O 1PVE
SIM1 Authentication Protocol
5IM1 Username
SIM1 Password
SIM1 PIN | |
Sim 2
SIM2 APN | |
SIM2 PDN Type @ 1pvs O IPvaPvE O 1PVE
SIM2 Authentication Protacal
SIM2 Username
SIM2 Password
SIM2 PIN | |
Connection
Connection ® Always On (Recommended)
Keep Alive COes ®No
Keep Alive Probe Ping IP Check Interval 5x 1 Seconds
Background Ping Oves @ Np
Background Probe Ping IP Interval Saconds
Dual SIM Failover Cives @ pNo
Dual SIM Failover Probe Ping IP Failover Limit 3 Times
Default Route ®ves Mo
Second APN as Default Route Ives @ o
NAT
MTU [0 o means use defauit:1500)
CSFB [IEnable
«* Restart m Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.
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Internet

x 4G-LTE

¥ Internet

WAN Interface

Status

Usage Allowance »

IP Pass-Through Mode
LTE PCI Lock

Network Mode

PLMN Selection

TEL No.

Multiple APN
SIM 1
SiM1 APN

SiM1 PDN Type
SIM1 Authentication Protocol
SIM1 Username
SIM1 Password

SIM1 PIN
SIM 2
SIM2 APN

SiM2 PDN Type
SIM2 Authentication Protocol
SIM2 Username
SIM2 Password

SIM2 PIN
Connection

Connection

Keep Alive

Keep Alive Probe Ping IP
Background Ping

Background Probe Ping IP
Dual SIM Failover

Dual SIM Failover Probe Ping IP
Default Route

Second APN as Default Route
MNAT

MTU

CSFB

® activated () Deactivated
[ Enable

[JEnable

[JEnable Earfen/PCl 10

20 ho

Operator Numeric |

| RAT|

|| Scan |

99 1E

Single APN w

| internet

OIPvs @ 1pyanpve O IPYE

®pvs O 1Pvanrve O IPvE

)] Always On (Recommended)
OYes ®np

OYes ®np
|

OYes ®np

®ves O No
Oyes @ No

Check Interval 5 x | 1

nterval

Failover Limit | 3

@[D means use default;1500)

(CJ Enable

50
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Seconds

Times

30
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WAN Interface: 4G-LTE

WAN Interface

Status ® activated () Deactivated

Usage Allowance » [JEnable

IP Pass-Through Mode [CIEnable

LTE PCI Lack [JEnable Earfen/PCl 1.0 /0 2.0 o 3|0 10
Network Mode

PLMN Selection Operator humeric| | R.AT| || Scan |

TEL No. "9g 1% |

Multiple APN

Status: Choose Activated to enable the 4G-LTE connection.

Usage Allowance: to control 4G-LTE flow, click it to further configure about 4G-LTE flow control, refer
to the following Usage Allowance for more information.

IP Pass-Through Mode: When enabled, the device will gain a WAN IP via 4G-LTE dial-up and pass
on to the PC connected to device, thus your PC gets a public WAN IP working on the internet.

Note: under this circumstance, often only one PC is connected to the device.

LTE PCI Lock: Choose whether to lock to a specified PCI(Physical Cell Identifier). Users must know
the target PCI or else ignore this setting. Please set the physical cell ID here.

Network Mode: There are some options of service standards: Automatic, UMTS 3G only, GSM 2G
Only, LTE Only. If you are not sure which mode to use, you may select Automatic to auto detect the
best mode for you.

PLMN Selection: Press Scan button to detect a cloest base station(mobile service provider) from
where you are. See PLMN Selection for more information.

TEL No.: The dial string to make a GPRS / 3G user internetworking call. It may provide by your mobile
service provider.

Multiple APN: The Router can support up to two APNs. Select Single or Dual.

SIM Settings
SIM 1
SIM1 APN [internet
SIM1 PDN Type C1Pvs @ 1PyanrPve O IPVE
SIM1 Authentication Protocol

SIM1 Username

SIM1 Password

SIM1 PIN | |
SIM 2

SIM2 APN | |
SIM2 PON Type ®1Pve CiPvanPve O 1Pve

SIM2 Authentication Protocol

SIM2 Username

SIM2 Password

SIM2 PIN | |

SIM1/ SIM2 APN: APN(Access Point Name) provided by the ISP. The mobile device must be set up
with an APN in order to establish a data connection. The ISP will use this APN to distinguish the type of
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network connection to be established, such as what IP address will be assigned, or what security
method will be used, and whether or how it will connect to some private customer network.

SIM1/ SIM2 PDN Type: Select the supported IP version, IPv4, Both IPv4/IPv6 or IPv6 only.
SIM1/ SIM2 Authentication Protocol: Check if the ISP wants authentication, select PAP or CHAP.

SIM1/ SIM2 Username/ Password: Enter the username and password provided by your service
provider. The username and password are case sensitive.

SIM1/ SIM2 PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in
certain systems as a password to gain access, and authenticate. In mobile phones a PIN code locks
the SIM card until you enter the correct code. If you enter the PIN code incorrectly 3 times in a row,
then the SIM card will be blocked and you will require a PUK code from your network/service provider.

Note: SIM 2: BiPAC 4520VAOZ R3 / 4520AZ R3

Connection Settings

Connection

Connection ® Always On (Recommended)

Keep Alive Cves @ pNo

Keep Alive Probe Ping IP Check Interval 5 x 1 Seconds
Background Ping Cves @) Mo

Background Probe Ping IP Interval Seconds
Dual SIM Failover Cves @) Mo

Dual SIM Failover Probe Ping IP Failover Limit | 3 Times
Default Route ®vyas (Mo

Second APN as Default Route Cves @ pNo

MTU [0 | means use default1500)

C5FB [ Enable

Connection: Default set to Always on to keep an always-on 4G-LTE connection.
Keep Alive: Select Yes to keep the 4G-LTE connection always on.

Keep Alive Probe Ping IP: Enter the IP address whic is used for ping, and router will ping the IP to
find whether the connection is on or not, if not, router will recover the connection.

Background Ping: Select Yes to keep ping the IP in the background.
Background Probe Ping IP: Enter the IP address whic is used for ping in the background.
Dual SIM Failover: Select Yes to failover from current SIM to another SIM if lost current connection.

Dual SIM Failover Probe Ping IP: Enter the IP address whic is used for ping, and router will ping the
IP to find whether the connection is on or not, if not, router will change to use another SIM.

Default Route: Select Yes to use APN1 as default route interface.
Second APN as Default Route: Select Yes to use second APN(APN2) as default route interface.

NAT: Select this option to Disabled/Enable the NAT (Network Address Translation) function. Enable
NAT to grant multiples devices in LAN to access to the Internet through a single WAN IP.

MTU: Set the MTU(maximum transimission unit) value.

CSFB: Circuit Switched Fallback, checked Enable to enable CSFB voice call on LTE.
Note: Dual SIM: BiPAC 4520VAOZ R3/ 4520AZ R3
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Usage Allowance

¥ Usage Allowance

Parameters
Period ® Month O Day
(U Wolume-based
Only Download v MB data volume per month/day included
Maode @ Time-based
hours per monthiday included
The billing period always begins on day."o'clockljofa month.
Over usage allowance action [ Nane v |
Save the statistics to ROM
| Save || Back |

Period: Calculation period, a Month or a Day.

Mode: include Volume-based and Time-based control.

Volume-based include only Download, only Upload and Download and Upload to limit the flow.
Time-based control the flow by providing specific hours per month or day.

The billing period begins on: the beginning day of billing each month.

Over usage allowance action: what to do when the flow is over usage allowance.

4
4
4

4

None: Do not do any processing.
Disconnect: Disconnect 4G-LTE connection.

E-mail Alert: Send an alert mail once the over usage allowance occurs, see Mail Alert to setup
alert email address.

E-mail Alert and Disconnect: Send an alert mail and disconnect 4G-LTE connection once the
over usage allowance occurs.

E-mail Alert and Block Internet Access: Send an alert mail and block internet access from
LAN side, but keep 4G-LTE connection for management or system usage only.

Switch to SIM #2: Switch connection to SIM #2 once the over usage allowance occurs.

Save the statistics to ROM: Save the statistics data to ROM system to avoid lost data if system
reboot.

PLMN Selection

PLMN(Public Land Mobile Network) is a network that is established and operated by a mobile service
provider. Each operator providing mobile services has its own PLMN identified by PLMN ID( MCC /
MNC, digital sequence, no more than 6 digits) which is made up of MCC(Mobile Country Code) and
MNC(Mobile Network Code). See the information in the sancing PLMN, choose the appropriate
operator.

¥ Scannin PLMN

Result

Network Selection MNetwork Name Operator Mumeric Radio Access Technology
T Star 46689 E-UTRAN (LTE)
T Star 46689 UTRAN
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x  EWAN

T Internet
WAN Interface
Multi Service
Senvice Index
Status
IPv4/IPvE

IP Version

ISP Connection Type

ISP

802.1q Options
802.1q

VLAN ID
PPPoE

Username

Password

Bridge Interface for PPFoE

Connection Setting

Caonnection

TCF MSS Option
IP Options

IP Common Options

Default Route

TCP MTU Option
IPv4 Options
Get IF Address

Static IP Address
IP Subnet Mask
Gateway

Obtain IPv4 DNS
FPrimary DNS
Secondary DNS
NAT

Dynamic Route

IGMP Proxy
IPv6 Options
IPwG Address

Chbtain IPvS DNS
Primary DNS
Secondary DNS

MLD Proxy

EWAN{LAM 4) »

(O Activated ® Deactivated
Oipvd @ 1pyanipvs O IPE
) Dynamic IF Address () Static IP Address ® PPPoE ) Bridge Mode

() Activated ® Deactivated
0 (range: 0~4085)

() Activated ® Deactivated

® Always On (Recommendad) ) Connect Manually

TCPMSS[0  |oytes(d means use default)

®ves C'No
TCPMTU[0  |oytes(d means use default1492)

O static ® Dynamic
0.0.0.0
0000
0.0.0.0

® Enable O Disable

|RIP1 v | Direction [None ~ w

CEnable ® Disable

| /] |

® Enable ) Disable

) Enable @ Disable
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WAN Interface: EWAN

WAN Interface EWAN{LAN 4) w

Multi Service

Service Index [ services Summary |
Status O Activated @ Deactivated
IPv4/IPvE

IP Version 1P @ 1Pyanpvg U IPVE

ISP Connection Type

ISP ) Dynamic IP Address () Static IP Address ® PPPoE () Bridge Mode
802.1q Options

302.1q ) Activated ® Deactivated

VLAN ID 0 (range: 0~4085)

Multi Service

Service Index: The index of EWAN service. Supports up to 8 EWAN service interfaces.
Service Summary: Show the EWAN service list.

Status: Choose Activated to enable the EWAN service interface.

IPv4/IPv6
IP Version: Choose IPv4, IPv4/IPv6, IPv6 based on your environment.

ISP Connection Type:
ISP: Select the encapsulation type your ISP uses.
4 Dynamic IP: Select this option if your ISP provides you an IP address automatically.

4  Static IP: Select this option to set static IP information. You will need to enter in the Connection
type, IP address, subnet mask, and gateway address, provided to you by your ISP. Each IP
address entered in the fields must be in the appropriate IP form. IP address from by four IP
octets separated by a dot (xx.xx.xx.xx). The Router will not accept the IP address if it is not in
this format.

4 PPPoOE: Select this option if your ISP requires you to use a PPPOE connection.
Bridge: Select this mode if you want to use this device as an OSI Layer 2 device like a switch.

802.1q Options

802.1g: When activated, please enter a VLAN ID.

VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4095.

PPPoE (If selected PPPoE as WAN Connection Type; otherwise, skip this part)
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PPPoE

Username | |

Password | |

Bridge Interface for PPPoE ) Activated @ Deactivated

Connection Setting

Cannection ® Always On (Recommendad) ) Connect Manually
TCP MSS Option TCPMSS[0  |oytes(d means use default)

Username: Enter the user name provided by your ISP.
Password: Enter the password provided by your ISP.

Bridge Interface for PPPoE: When Activated, the device will gain WAN I[P from your ISP with the
PPPoE account. While if you dial up with the account within your PC, the device will then work as a
bridge forwarding the PPPoE information to the PPPoE server and send the response to your PC, thus
your PC gets a public WAN IP working in the internet. But if your PC is connected to the router working
as a DHCP client, in this mode, the device acts as a NAT router.

Connection Setting
Connection:

4  Always On: Click on Always On to establish a PPPoOE session during start up and to
automatically re-establish the PPPoE session when disconnected by the ISP.

4 Connect Manually: Select Connect Manually when you don't want the connection up all the
time.

TCP MSS Option: Enter the maximum size of the data that TCP can send in a segment. Maximum
Segment Size (MSS).

IP Options

IP Options

IP Common Options

Default Route ®ves O No

TCP MTU Option TCPMTU[0  |oytes(d means use default 1492)
IPv4 Options

Get IP Address ) Static @ Dynamic
Static IP Address 0.0.0.0

IP Subnet Mask 0.0.0.0

Gateway D000

Cbtain IPv4 DNS ® Enable ) Disable
Primary DNS

Secondary DNS

NaT
Dynamic Raute |RIP1 v | Direction [ Nane ~ w
IGMP Proxy O Enable ® Disable

IP Common Options
Default Route: Select Yes to use this interface as default route interface.
TCP MTU Option: Enter the maximum packet that can be transmitted. Default MTU is set to 1492.

56



IPv4 Options
Get IP Address: Choose Static or Dynamic.

Static IP Address: If Static is selected in the above field, please enter the specific IP address you get
from ISP and the following IP subnet mask and gateway address.

IP Subnet Mask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type the
subnet mask assigned to you by your ISP (if given).

Gateway: Enter the specific gateway IP address you get from ISP.
Obtain IPv4 DNS: Choose if you want to obtain DNS automatically.

Primary/Secondary DNS: if you choose Disable in the Obtain IPv4 DNS field, please type the
exactly primary and secondary DNS.

NAT: Select Enable if you use this router to hold a group of PCs to get access to the internet.
Dynamic Route:

4 RIP Version: (Routing Information protocol) Select this option to specify the RIP version,
including RIP-1, RIP-2.
4 RIP Direction: Select this option to specify the RIP direction.

- None is for disabling the RIP function.

- Both means the router will periodically send routing information and accept routing
information then incorporate into routing table.

- IN only means the router will only accept but will not send RIP packet.
- OUT only means the router will only send but will not accept RIP packet.

IGMP Proxy: IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in a Multicast group. Choose whether enable IGMP proxy.

IPv6 Options(only when choose IPv4/IPv6 or just IPV6 in IP version field above)

IPv6 Options
IPv6 Address | |1 |

Cbtain IPvG DNS ® Enable ) Disable
Primary DNS
Secondary DNS

MLD Proxy ) Enable ® Disable
IPv6 Address: Type the WAN IPv6 address from your ISP.

Obtain IPv6 DNS: Choose if you want to obtain DNS automatically.

Primary/Secondary DNS: if you choose Disable in the Obtain IPv6 DNS field, please type the
exactly primary and secondary DNS.

MLD Proxy: MLD (Multicast Listener Discovery Protocol) is to IPv6 just as IGMP to IPv4. It is a
Multicast Management protocol for IPv6 multicast packets.

When routerods Internet configuration is finishec

information.
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x  Wi-Fi Client (WirelessClient)

T Internet
WAN Interface WirelessClient
Status O Activated ® Deactivated

ISP Connection Type

ISP ® Dynamic IP Address O Static IP Address
Dynamic IP Address
IP Common Options

Default Route ®ves O No
IPv4 Options

Wireless AP Options

SSID |

Channel
Security Type CPEN s

| Save || Scan |

Site Survey
Channel 381D BSSID Security Type Signal Strength(%)

WAN Interface: Choose WirelessClient.
Status: Choose Activated to enable the Wi-Fi Client(WirelessClient).

ISP Connection Type:
ISP: Select the encapsulation type your ISP uses.
4 Dynamic IP: Select this option if your ISP provides you an IP address automatically.

4  Static IP: Select this option to set static IP information. You will need to enter in the Connection
type, IP address, subnet mask, and gateway address, provided to you by your ISP. Each IP
address entered in the fields must be in the appropriate IP form. IP address from by four IP
octets separated by a dot (xx.xx.xx.xx). The Router will not accept the IP address if it is not in
this format.

IP Common Options
Default Route: Select Yes to use this interface as default route interface.
TCP MTU Option: Enter the maximum packet that can be transmitted. Default MTU is set to 1492.

IPv4 Options

Static IP Address: If Static is selected in the above field, please enter the specific IP address you get
from ISP and the following IP subnet mask and gateway address.

IP Subnet Mask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type the
subnet mask assigned to you by your ISP (if given).

Gateway: Enter the specific gateway IP address you get from ISP.

Primary/Secondary DNS: if you choose Disable in the Obtain IPv6 DNS field, please type the
exactly primary and secondary DNS.

NAT: Select Enable if you use this router to hold a group of PCs to get access to the internet.
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Wireless AP Options
SSID: The SSID of AP which the Router wants to connect.
Channel: The channel used by AP.

The range of radio frequencies used by IEEE 802.11 wireless devices is called a channel. There are
Regulation Domains and Channel ID in this field. The Channel ID will be different based on Regulation
Domains. Select a channel from the drop-down list box.

Security Type: The security type used by AP, there are five alternatives to select from: Open, WEP
64-bit, WEP 128-bit, WPA-PSK and WPA2-PSK.

Scan

T Scanning Wireless
Scanning

Flease waiting..

Site Survey

Channel SSID BSSID Security Type Signal Strength(%)

1 wlan-ap-2.4g9 Ge19:87b0:61:06 WRAZPSK 20
Guesti-2.4g G2:04:ed:87:fa:00 WRAZPSK 20
Guest2-2.4g G2:04.ed:87:fa:01 WRAZPSK 20
Guest3-2.4g G2:04.ed:87:fa:02 WRAZPSK 18
8300AXL-2.4g 00:04:ed:87:fa:03 WPAZPSK 20
ATAXL_2.4G_ADAM 00:23:b8:a6:00:03 WPAZPSK 5

6 4500AZ1 -2 4G 00:04:ed:12:fe:0b WPAZPSK g6

g FAE-TB00VDOX-2.40 00:04:ed:02:11:12 WPAZPSK 13

11 wlan-ap-2.4g9 00:04:ed:82:00:83 MNOME 26

Scan: Search for APs in the environment.
Site Survey: List the scanned APs.
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LAN

A Local Area Network (LAN) is a shared communication system to which many computers are
attached and is limited to the immediate area, usually the same building or floor of a building.

TLAN
IPv4 Parameters

IP Address

IP Subnet Mask
Alias IP Address
Alias IP Subnet Mask
Snooping

Dynamic Route

DHCPv4 Server
DHCPv4 Server

Start IP Address
IF Pool Count
Lease Time
DNS Relay
Primary DNS
Secondary DNS
Option 66
Cption 160

Fixed Host

IPvE Parameters

Interface Address/Prefix Length
DHCPvE Server

DHCPvG Server

DHCPvE Server Type
Start Interface ID
End Interface ID
Lease Time

Router Advertisements

[192.165.1.254 |

|285.255 255.0 |

[0.0.0.0 | (0.0.0.0 means to close the alias ip)

[0.0.0.0 |

() Activated ® Deactivated

|RIP1 v |Direction [None ~ w

() Disabled ® Enabled ) Relay
[192.165.1.100 |

|20 |
86400 seconds (D sets to default value of 258200)

® automatically ) Manually

Edit»

| /] |

O Disable ® Enable

® siateless ) Stateful

seconds(0 seis to default value of 4500)

() Disable ® Enable

60



IPv4 Parameters

IPv4 Parameters

IP Address [192.188.1.254 |

IP Subnet Mask [255.255.256.0 |

Alias IP Address [0.0.0.0 | (0.0.0.0 means te close the alias ip)
Alias IP Subnet Mask [0.0.0.0 |

Snooping O Activated @ Deactivated

Dynamic Route [RIP1 » |Direction[None |

IP Address: Enter the IP address of Router in dotted decimal notation, for example, 192.168.1.254
(factory default).

IP Subnet Mask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128.

Alias IP Address: This is for local networks virtual IP interface. Specify an IP address on this virtual
interface.

Alias IP Subnet Mask: Specify a subnet mask on this virtual interface.

Snooping: Select Activated to enable IGMP/MLD Snooping function, Without IGMP/MLD snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports.
With IGMP/MLD snooping, multicast traffic of a group is only forwarded to ports that have members of
that group.

Dynamic Route: Select the RIP version from RIP1 or RIP2.

DHCPv4 Server

DHCPv4 Server

DHCPv4 Server () Disabled @ Enabled ) Relay

Start IP Address [192.165.1.100 |

IP Pool Count [20 |

Lease Time seconds (D sets to default value of 259200)
DNS Relay ® Automatically ) Manually

FPrimary DNS

Secondary DNS

Cption 66 | |

Option 160 | |

Fixed Host Edit»

DHCP (Dynamic Host Configuration Protocol) allows individual clients to obtain TCP/IP configuration
at start-up from a server.

DHCPv4 Server: If set to Enabled, your 4G-LTE Router can assign IP addresses, default gateway
and DNS servers to the DHCP client.

4 |f setto Disabled, the DHCP server will be disabled.

4 If setto Relay, the 4G-LTE Router acts as a surrogate DHCP server and relays DHCP requests
and responses between the remote server and the clients. Enter the IP address of the actual,
remote DHCP server in the Remote DHCP Server field in this case.

4 When DHCP is used, the following items need to be set.
Start IP: This field specifies the first of the contiguous addresses in the IP address pool.
IP Pool Count: This field specifies the count of the IP address pool.
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Lease Time: The current lease time of client.

Physical Ports: To determine which port(s) is/are subject to the DHCP address assignment by
DHCPvV4 server.

DNS Relay Select Automatically obtained or Manually set (if selected. Please set the exactly
information).

Primary DNS Server: Enter the IP addresses of the DNS servers. The DNS servers are passed to the
DHCP clients along with the IP address and the subnet mask.

Secondary DNS Server: Enter the IP addresses of the DNS servers. The DNS servers are passed to
the DHCP clients along with the IP address and the subnet mask.

Fixed Host
Fixed Host Edit »

~ Fixed Host

IP Address |

MAC Address |

| Save || Back |

Fixed Host List
Index IP Address MAC Address Crop

Fixed Host: In this field, users can map the specific IP (must in the DHCP IP pool) for some specific
MAC, and this information can be listed in the following table.

IP Address: Enter the specific IP. For example: 192.168.1.110.
MAC Address: Enter the responding MAC. For example: 00:0A:F7:45:6D:ED

Fixed Host List
Index IP Address IMAC Address Crop
1 192.168.1.100 01:20:30:0A.0B:0C Q

When added, you can see the ones listed as showed above.

IPv6 parameters

IPvG Parameters
Interface Address/Prefix Length | RA |

The IPv6 address composes of two parts, thus, the prefix and the interface ID.

Interface Address / Prefix Length: Enter a static LAN IPv6 address. If you are not sure what to do
with this field, please leave it empty as if contains false information it could result in LAN devices not
being able to accessotherIPv 6 devi ce. Router will take the

IS empty.

DHCPv6 Server
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DHCPvE Server

DHCPvE Server ) Disable ® Enable

DHCPVE Server Typs ® Stateless O Stateful

Start Interface |D

End Interface ID

Lease Time seconds(0 sats to default value of 4800)

Router Advertisements O Disable ® Enable

There are two methods to dynamically configure IPv6 address on hosts, Stateless and Stateful.

Stateless auto-configuration requires no manual configuration of hosts, minimal (if any)
configuration of routers, and no additional servers. The stateless mechanism allows a host to generate

its own addresses using a combination of locally available information (MAC address) and information
(prefix) advertised by routers. Routers advertise prefixes that identify the subnet(s) associated with a

link, while hosts generate an Interface Identifier that uniquely identifies an interface on a subnet. An
address is formed by combining the two. When using stateless configur at i on, you nee
anything on the client.

Stateful configuration, for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.)
In the stateful auto configuration model, hosts obtain interface addresses and/or configuration
information and parameters from a DHCPV6 server. The Server maintains a database that keeps track
of which addresses have been assigned to which hosts.

DHCPv6 Server: Check whether to enable DHCPV6 server.

DHCPv6 Server Type: Select Stateless or Stateful. When DHCPV6 is enabled, this parameter is
available.

4 Stateless: If selected, the PCs in LAN are configured through RA mode, thus, the PCs in LAN
are configured through RA mode, to obtain the prefix message and generate an address using
a combination of locally available information (MAC address) and information (prefix)
advertised by routers, but they can obtain such information like DNS from DHCPv6 Server.

4  Stateful: If selected, the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses
and DNS information from DHCPV6 server.

Start interface ID: enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: enter the end interface ID.

Leased Time (hour): the leased time, similar to leased time in DHCPV4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Router Advertisement: Check to Enable or Disable the Issue Router Advertisement feature. This
feature is to send Router Advertisement messages periodically which would multicast the IPv6 Prefix
information (similar to v4 network number 192.168.1.0) to all LAN devices if the field is enabled. We
suggest enabling this field.
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Wireless 2.4GHz

This section introduces the Wireless LAN 2.4GHz and some basic configurations. Wireless LANs can
be as complex as a number of computers with wireless LAN cards communicating through access
points which bridge network traffic to the wired LAN.

¥ Wireless 2.4GHz | Site Survey

Access Point Settings

Access Point

AP MAC Address
Wireless Mode

Channel

Beacon Interval
RTSICTS Threshold
Fragmentation Threshold
DTIM Interval

Station Mumber

TX Power

IGMP Snooping
11n Settings
Channel Bandwidth

Guard Interval
MCS

SSID Settings
Available SSID

SSID Index
S3ID
Broadcast SSID
Clients Isolation
SSID Activated
WPS Settings
Use WPS

WPS State

WPS Mode
Security Settings
Security Type
WDS Settings
AP MAC Address

WDS Mode

WDS Peer MAC #1
WDS Peer MAC #2
WDS Peer MAC #3
WDS Peer MAC #4

| save |

® activated ) Deactivated

00:04 ED 666666

802 11b+g+n »

[ UNITED STATES ~|[06  ~|Current Channel :

100  |range: 20~1000)
2347 (range: 1500~2347)

[range: 256~2346, even numbers only)

(range: 1~2585)
E (range: 0~G4, 0 means no limit)

100 (range:1~100)

® ves O No

® 531D1

|wlan—a|}2.4G

® ves (UNo
) ves @ Np

®ves U No
Unconfigured

() PIN code @ pPBC

[ OPEN v

00:04:ED:66:66:66
O Activated @ Deactivated
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

00:00:00:00:00:00
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Site Survey

T Wireless 2.4GHz | Site Survey |

Site Survey: Scanning for APs in the environment.

List the scanned activated APs.

T Wireless 2.4GHz
Site Survey

Please wait..

T Wireless 2.4GHz

Site Survey
Channel SSID BSSID Security Type Signal Strength (%)
1 ATAXL_2.4G_ADAM 00:23:bB8:a6:00:03 WPAZPSK 10
510AC_2.4G_00AE 00:04:2d:82:00:af WPAZPSK 20
4500AZ1 -2 4G 62:04:ed:87:fa:02 WPAZPSK 20
7 wlan-ap-2.4g9 00:04.ed:12:fe:0b WPAZPSK aG

| Refresh || Back |

Access Point Settings

Access Point Settings

Access Point ® activated () Deactivated

AP MAC Address 00:04:ED:66:66:66

Wireless Mode

Channel | UNITED STATES ~|[06  ~|Current Channel: &
Beacon Interval [range: 20~1000)

RTS/CTS Threshold 2347 |range: 1500~2347)

Fragmentation Threshold [range: 256~2346, even numbers only)
DTIM Interval [1 Jrange: 1~255)

Station Number E (range: 0~64, 0 means 64)

TX Power [range:'=1DD]

IGMP Snooping ® vas (U No

Access Point: Default setting is set to Activated. If you want to close the wireless interface, select
Deactivated.

AP MAC Address: The MAC address of wireless AP.

Wireless Mode: The default setting is 802.11b+g+n (Mixed mode). If you do not know or have both
11g and 11b devices in your network, then keep the default in mixed mode. From the drop-down
manual, you can select 802.11g if you have only 11g card. If you have only 11b card, then select
802.11b and if you only have 802.11n then select 802.11n.

Channel: The range of radio frequencies used by IEEE 802.11b/g/n wireless devices is called a
channel. There are Regulation Domains and Channel ID in this field. The Channel ID will be different
based on Regulation Domains. Select a channel from the drop-down list box.

Beacon interval: The Beacon Interval value indicates the frequency interval of the beacon. Enter a
value between 20 and 1000. A beacon is a packet broadcast by the Router to synchronize the wireless
network.

RTS/CTS Threshold: The RTS (Request To Send) threshold (number of bytes) for enabling RTS/CTS
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handshake. Data with its frame size larger than this value will perform the RTS/CTS handshake. Enter
a value between 1500 and 2347.

Fragmentation Threshold: The threshold (number of bytes) for the fragmentation boundary for
directed messages. It is the maximum data fragment size that can be sent. Enter a value between 256
and 2346, even number only.

DTIM Interval: This value, between 1 and 255, indicates the interval of the Delivery Traffic Indication
Message (DTIM).

Station Capacity: Quantity of Wi-Fi client allowed to be connected. Range from 0 to 64, 0 means
default 64.

TX Power: The transmission power of the antennas, ranging from 1-100, the higher the more powerful
of the transmission performance.

IGMP Snooping: Enable or disable the IGMP Snooping function for wireless. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports.
With IGMP snooping, multicast traffic of a group is only forwarded to ports that have members of that

group.

11n Settings

11n Settings

Channel Bandwidth 40 MHz 4
Guard Interval
MCs

Channel Bandwidth: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The wider the
Channel bandwidth the better the performance will be.

Guard Interval: Select either 400nsec or 800nsec for the guard interval. The guard interval is here to
ensure that data transmission do not interfere with each other. It also prevents propagation delays,
echoing and reflections. The shorter the Guard Interval, the better the performance will be. We
recommend users to select Auto.

MCS: There are options 0~15 and AUTO to select for the Modulation and Coding Scheme. We
recommend users selecting AUTO.

SSID Settings

SSID Settings

Available SSID

SSID Index ® sSIDT
SSID |wian-ap-2.4G
Broadcast SSID ® vas (U No
Clients Isolation ) Yes @ No
SSID Activated

Available SSID: User can determine how many virtual SSIDs to be used. Default is 1, maximum is 4.
SSID Index: Select the number of SSIDs you want to config; up to 4 SSIDs are available in the list.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security propose, change the default wlan-ap to a unique ID name to the AP which is already
built-i n t o the router 6s wir el e ssscliagntshae reladlctlee . SSIMas khe
device, in order to get connected to your network.
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Broadcast SSID: Select Yes to make the SSID visible so a station can obtain the SSID through
passive scanning. Select No to hide the SSID in so a station cannot obtain the SSID through passive
scanning.

Clients Isolation: This parameter is to control access between two wireless clients. If users enable
this function, then each of the wireless clients will not be able to communicate with the other.

SSID Activated: Select the time period during which the SSID is active. Default is always which
means the SSID will be active all the time without time control. See Time Schedule to set the timeslot
to flexibly control when the SSID functions.

WPS Settings

WPS Settings

Use WPS ®ves N0

WPS State Unconfigured

WPS Mode CJPIN code ® PR

WPS (Wi-Fi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This feature
greatly simplifies the steps needed to create a Wi-Fi network for a residential or an office setting. WPS
supports 2 types of configuration methods which are commonly known among consumers: PIN Code
Method & PBC Method.

Use WPS: Enable this feature by choosing the Yes radiobutton.
WPS State: Display whether the WPS is Configured or Unconfigured.

WPS Mode: Select the mode which to start WPS, choose between PIN Code and PBC (Push Button).
Selecting Pin Code mode will require you to know the enrollee PIN code.

To future understand the two modes of configuration; please refer to the example of the Wi-Fi
Protected Setup.

Security Settings

Security Settings

Security Type [ OPEN v |

Security Type: You can disable or enable wireless security for protecting wireless network. The
default type of wireless security is OPEN and to allow all wireless stations to communicate with the
access points without any data encryption.

To prevent unauthorized wireless stations from accessing data transmitted over the network, the
router offers secure data encryption, known as WEP and WPA.

There are eight alternatives to select from: WEP 64-bit, WEP 128-bit, WPA-PSK, WPA2-PSK, Mixed
WPA/WPA2-PSK, WPA-Enterprise, WPA2-Enterprise, and WPA/WPA2-Enterprise. If you require
high security for transmissions, please select WPA methods.

4  WEP 64-bit, WEP 128-bit
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Security Settings

Security Type [ WEP 128-bit ~|
WEP Authentication Method
WEP 128-bit For each key, please enter either (1) 13 characters, or (2) 26 characters ranging from 0~9, a, b, ¢, d, &, f.
® Key #1 | |
) Key #2 | |
O Key #3 | |
O Key #4 | |

WEP Authentication Method: WEP authentication method, there are two methods of authentication
used, Open System authentication (OPENWEB) and Share Key authentication (SHAREDWEB). We
suggest you select OPENWERB.

Key 1 to Key 4: Enter the key to encrypt wireless data. To allow encrypted data transmission, the
WEP Encryption Key values on all wireless stations must be the same as the router. There are four
keys for your selection. The input format is in HEX style, 5 and 13 HEX codes are required for
64-bitWEP and 128-bitWEP respectively.

If you chose WEP 64-bit, then enter any 5 ASCII characters or 10 hexadecimal characters (0-9, A-F).
If you chose WEP 128-bit, then enter 13 ASCII characters or 26 hexadecimal characters (0-9, A-F).

You must configure all four keys, but only one key can be activated at any one time. The default key is
key 1.

Note: When you enable WPS function, this WEP function will be invalid. And if you select one of WEP-64Bits/
WEP-128Bits, the following prompt box will appear to notice you.

192.168.1.254 says

We should not use WEP when WPS function turnad onl

4 WPA-PSK, WPA2-PSK, Mixed WPA2/WPA-PSK

Security Settings

Security Type | Mixed WPAZIWFPA-PSK v |

WPA Algorithms

Fre-Shared kKey | |(8=63 characters or 64 Hex string)
Key Renewal Interval seconds (10 ~4194303)

WPA-PSK, WPA2-PSK, Mixed WPA2/WPA-PSK: WPA-PSK (pre-shared key), another name for
WPA-Personal. It's designed for home and small office networks and doesn't require an authentication
server.

WPA Algorithms: TKIP(Temporal Key Integrity Protocol) or AES(Advanced Encryption System)
utilizes a stronger encryption method and incorporates Message Integrity Code (MIC) to provide
protection against hackers.

Pre-Shared key: The key for network authentication. The input format should be 8-63 ASCII
characters or 64 hexadecimal characters

Key Renewal Interval: The time interval for changing the security key automatically between wireless
client and AP.
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4 WPA Enterprise, WPA2 Enterprise, WPA2/WPA Enterprise

Security Settings
Security Type
RADIUS

Radius Server IP
Radius Server Port
Radius Share secret
Backup Server IP
Backup Server Port
Backup Share secret

Re-auth Interval
WPATWPAZ
WPRA Algorithms

WPA Group Rekey Interval

WPA Enterprise, WPA2 Enterprise, WPA2/WPA Enterprise: Also referred to as WPA-802.1X mode,
this is designed for enterprise networks and requires a RADIUS authentication server.

RADIUS Server IP: The IP address of RADIUS server.

[ WPAZ/WPA Enterprise v |

|seconds

600

seconds (10~ 4194303)

RADIUS Server Port: The Port of RADIUS server.

RADIUS Share Secret: Shared secret is a text string that serves as a password between hosts.

Backup Server IP: The IP address of backup RADIUS server.
Backup Server Port: The Port of backup RADIUS server.

Backup Share Secret: The password between RADIUS and host,

Re-auth Interval: The time interval for re-authentication between RADIUS and host.

WPA Algorithms: TKIP (Temporal Key Integrity Protocol) or AES (Advanced Encryption System)
utilizes a stronger encryption method and incorporates Message Integrity Code (MIC) to provide

protection against hackers.

Key Group Rekey Interval: The time interval for changing the group security key automatically
between wireless client and AP.

WDS Settings

WDS Settings
AP MAC Address

WDS Mode

WDS Peer MAC #1
WDS Peer MAC #2
WDS Peer MAC #3

WDS Peer MAC #4

WDS (Wireless distributed system) is a wireless access point mode that enables wireless link and
point .

communi
connected AP.

cat.i

00:04 ED 666666

) Activated ® Deactivated

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00

on

Wi

th other

access

It

WDS Mode: select Activated to enable WDS feature and Deactivated to disable this feature.

WDS Peer MAC Address: Enter the AP MAC addresses (in XX: XX:XX:XX:XX:XX format) of the peer

connected AP.
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Wireless 2.4GHz MAC Address Filter

The MAC filter screen allows you to configure the router to give exclusive access to up to 8 devices
(Allow Association) or exclude up to 8 devices from accessing the router (Deny Association). Every
Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned at
the factory and consists of six pairs of hexadecimal characters, for example, 00:AA:BB:00:00:02.

You need to know the MAC address of the devices you wish to filter.
¥ Wireless 2.4GHz MAC Address Filter

SSID Index @ ssiD1
Active O Activated @ Deactivated
Action the follow Wireless LAN station(s) association.

MAC Address |

| Save |

Wireless 2.4GHz MAC Address Filter Listing

Index MAC Address Edit Delete

SSID Index: Select the targeted SSID you want the MAC filter rules to apply to.
Active: Select Activated to enable MAC address filtering.
Action: Define the filter action for the list of MAC addresses in the MAC address filter table.

Select Deny to block access to the AP, MAC addresses not listed will be allowed to access the router.

Select Allow to permit access to the router, MAC addresses not listed will be denied access to the
router.

MAC Address: Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless station that
are allowed or denied access to the specified in these address fields.
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Wireless 5GHz

This section introduces the Wireless LAN 5GHz and some basic configurations. Wireless LANs can be
as complex as a number of computers with wireless LAN cards communicating through access points
which bridge network traffic to the wired LAN.

¥ Wireless 5GHz | Site Survey

Access Point

AP MAC Address
Wireless Mode

Channel

Beacon Interval
RTSICTS Threshold
Fragmentation Threshold
DTIM Interval

Station Number
11n Settings
Channel Bandwidth

Extension Channel
Guard Interval

MCS
11ac VHT Settings
WHT Bandwidth

VHT Guard Interval
SSID Settings
SSID index

SSID
Broadcast 551D
Clients Isolation

SSID Activated
WPS Settings
Use WPS

WPS state
WPS mode
AP self PIN code
enrollee PIN code

WPS progress
Security Settings
Security Type
WDS Settings
AP MAC Address

WDS Mode

WDS Peer MAC #1
WDS Peer MAC #2
WDS Peer MAC #3
WDS Peer MAC #4

| save |

® activated ) Deactivated

00:04 ED:BE:86:67

802.11a+n+ac v

[ UNITED STATES ~|[153  ~|Current Channel 153

100  |range: 20~1000)
2347 (range: 1500~2347)

2346 (range: 256~2346, even numbers only)

1 (range: 1~255)

5

(range: 0~G4, 0 means no limit)

20/40 MHz
below the control channel w
Auto i

Alto v

20/40¢30 MHz »

Auto -

|wlan—apSG

® ves (UNo
) ves @ Np

Always 4

®ves U No
Unconfigured
® PIN code

00262156 | Generate |

H

Idiel Start WPS |

[ OPEN v

00:04:ED:66:66:67
() Activated ® Deactivated
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

00:00:00:00:00:00
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Site Survey

T Wireless 5GHz | Site Survey |

Site Survey: Scanning for APs in the environment.

List the scanned activated APs.

¥ Wireless 5GHz
Site Survey

Please wait..

T Wireless 5GHz

Site Survey

Channel 381D BSSID Security Type Signal Strength (36)
3G Guesti-5g T2:04.ed:87:fa:03 WRPAZPSK [i:]

3G Guest2-5g T72:04.ed:87:fa:00 WRPAZPSK [i:]

3G Guest3-5g T72:04.ed:87-fa:01 WRPAZPSK [i:]

38 AP-5g 00:04:ed:87fa:02 WPAZPSK 68

44 wlan-ap-5g 00:e0:4¢:36:70:01 MNOME 20

153 FAE-T200VDOX-5g D0:04:ed:02:11:13 WPAZPSK 31

153 wlan-ap-5g 00:04.ed:32:00:82 MNOME 34

| Refresh || Back |

Access Point Settings

Access Point ® activated () Deactivated
AP MAC Address 00:04:ED:66:66:67
Wireless Mode
Channel | UNITED STATES ~|[ 153~ | Current Channel 153
Beacon Interval [range: 20~1000)
RTS/CTS Threshold 2347 |range: 1500~2347)
Fragmentation Threshold [range: 256~2346, even numbers only)
DTIM Interval [1 Jrange: 1~255)
o]

Station Number (range: 0~64, 0 means no limit)

Access Point: Default setting is set to Activated. If you want to close the wireless interface, select
Deactivated.

AP MAC Address: The MAC address of wireless AP.

Wireless Mode: The default setting is 802.11a+n+ac (Mixed mode). If you do not know or have both
11a and 11n devices in your network, then keep the default in mixed mode.

Channel: The range of radio frequencies used by IEEE 802.11b/g/n wireless devices is called a
channel. There are Regulation Domains and Channel ID in this field. The Channel ID will be different
based on Regulation Domains. Select a channel from the drop-down list box.

Beacon interval: The Beacon Interval value indicates the frequency interval of the beacon. Enter a

value between 20 and 1000. A beacon is a packet broadcast by the Router to synchronize the wireless
network.

RTS/CTS Threshold: The RTS (Request To Send) threshold (number of bytes) for enabling RTS/CTS
handshake. Data with its frame size larger than this value will perform the RTS/CTS handshake. Enter
a value between 1500 and 2347.
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Fragmentation Threshold: The threshold (number of bytes) for the fragmentation boundary for
directed messages. It is the maximum data fragment size that can be sent. Enter a value between 256
and 2346, even number only.

DTIM Interval: This value, between 1 and 255, indicates the interval of the Delivery Traffic Indication
Message (DTIM).

Station Number: Quantity of Wi-Fi client allowed to be connected. Range from 0 to 64, 0 means
default 64.

11n & 1lac VHT Settings

11n Settings
Channel Bandwidth

Extension Channel below the control channel w
Guard Interval

MCS

11ac VHT Settings

VHT Bandwidth 20/40/80 MHz v
VHT Guard Interval

11n Channel Bandwidth: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The wider
the Channel bandwidth the better the performance will be.

11n Guard Interval: Select either 400nsec or 800nsec for the guard interval. The guard interval is
here to ensure that data transmission do not interfere with each other. It also prevents propagation
delays, echoing and reflections. The shorter the Guard Interval, the better the performance will be. We
recommend users to select Auto.

11n MCS: There are options 0~15 and AUTO to select for the Modulation and Coding Scheme. We
recommend users selecting AUTO.

11lac VHT Bandwidth: VHT(Very High Throughput), select either 20/40 MHz or 20/40/80 MHz for the
channel bandwidth. The wider Channel Bandwidth the better performance will be.

11ac VHT Guard Interval: Select either Auto or 800nsec for the guard interval. The guard interval is
here to ensure that data transmission do not interfere with each other. It also prevents propagation
delays, echoing and reflections. The shorter the Guard Interval, the better the performance will be. We
recommend users to select Auto.

SSID Settings

SSID Settings

SSID index

SSID | wian-ap-5G
Broadcast S3ID ® ves No
Clients Isolation O Yes @ Ng
SSID Activated

SSID Index: One SSID is available in the list.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.

For security propose, change the default wlan-ap to a unique ID name to the AP which is already
built-i n t o the routerdés wireless interface. Make s
device, in order to get connected to your network.

Broadcast SSID: Select Yes to make the SSID visible so a station can obtain the SSID through
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passive scanning. Select No to hide the SSID in so a station cannot obtain the SSID through passive
scanning.

Clients Isolation: This parameter is to control access between two wireless clients. If users enable
this function, then each of the wireless clients will not be able to communicate with the other.

SSID Activated: Select the time period during which the SSID is active. Default is always which
means the SSID will be active all the time without time control. See Time Schedule to set the timeslot
to flexibly control when the SSID functions.

WPS Settings

WPS Settings

Use WPS ®vyas (Mo

WPS state Unconfigured

WPS mode ® PIN code

AP self PIN code 00262156 | Generate |
enrollee PIN code :

WPS progress IdIe{Ml

Use WPS: Enable this feature by choosing the Yes radiobutton.

WPS State: Display whether the WPS is Configured or Unconfigured.
WPS Mode: Pin Code mode, require the enrollee PIN code.

AP self PIN code: The AP pin code, fill in this pin code in client's WPS utility.
Enrollee Pin Code: Fill in the enrollee PIN code.

Security Settings

Security Settings
Security Type [ OPEN ~|

Security Type: You can disable or enable wireless security for protecting wireless network. The
default type of wireless security is OPEN and to allow all wireless stations to communicate with the
access points without any data encryption.

To prevent unauthorized wireless stations from accessing data transmitted over the network, the
router offers secure data encryption, known as WEP and WPA.

There are five alternatives to select from: WEP 64-bit, WEP 128-bit, WPA-PSK, WPA2-PSK, and
Mixed WPA/WPA2-PSK. If you require high security for transmissions, please select WPA methods.

4  WEP 64-bit, WEP 128-bit

Security Settings

Security Type [ WEP 128-bit ~|
WEP Authentication Method
WEP 128-bit For each key, please enter either (1) 13 characters, or (2) 26 characters ranging from 0~9, a, b, ¢, d, &, f.
® Key #1 | |
O Key #2 | |
O Key #3 | |
O Key #4 | |

WEP Authentication Method: WEP authentication method, there are two methods of authentication
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used, Open System authentication (OPENWEB) and Share Key authentication (SHAREDWEB). We
suggest you select OPENWEB.

Key 1 to Key 4: Enter the key to encrypt wireless data. To allow encrypted data transmission, the
WEP Encryption Key values on all wireless stations must be the same as the router. There are four
keys for your selection. The input format is in HEX style, 5 and 13 HEX codes are required for
64-bitWEP and 128-bitWEP respectively.

If you chose WEP 64-bit, then enter any 5 ASCII characters or 10 hexadecimal characters (0-9, A-F).
If you chose WEP 128-bit, then enter 13 ASCII characters or 26 hexadecimal characters (0-9, A-F).

You must configure all four keys, but only one key can be activated at any one time. The default key is
key 1.

Note: When you enable WPS function, this WEP function will be invalid. And if you select one of WEP-64Bits/
WEP-128Bits, the following prompt box will appear to notice you.
192.168.1.254 says

We should not use WEP when WPS function turned onl

4  WPA-PSK, WPA2-PSK, Mixed WPA2/WPA-PSK

Security Settings

Security Type | Mixed WPAZIWFPA-PSK v |

WPRA Algorithms AES s

Fre-Shared kKey | |[B-63 characters or 64 Hex string)
Key Renewal Interval seconds (0 ~ 4194303

WPA Algorithms: TKIP(Temporal Key Integrity Protocol) or AES(Advanced Encryption System)
utilizes a stronger encryption method and incorporates Message Integrity Code (MIC) to provide
protection against hackers.

Pre-Shared key: The key for network authentication. The input format should be 8-63 ASCII
characters or 64 hexadecimal characters

Key Renewal Interval: The time interval for changing the security key automatically between wireless
client and AP.

WDS Settings

WDS Settings

AP MAC Address 00:04:ED:66:66:67

WDS Mode O Activated ® Deactivated
WDS Peer MAC #1 00:00:00:00:00:00

WDS Peer MAC #2 00:00:00:00:00:00

WDS Peer MAC #3 00:00:00:00:00:00

WDS Peer MAC #4 00:00:00:00:00:00

WDS (Wireless distributed system) is a wireless access point mode that enables wireless link and
communication with other access point. It I S ea
connected AP.

WDS Mode: select Activated to enable WDS feature and Deactivated to disable this feature.
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WDS Peer MAC Address: Enter the AP MAC addresses (in XX: XX:XX:XX:XX:XX format) of the peer
connected AP.
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Example: Wi-Fi Protected Setup (WPS) I

PIN Method: Configure AP as Registrar

1.Jot down the clientdés Pin (e.g. 04640776).
2. Enter the Enrollee (Client) PIN code and then press Start WPS.

SSID Settings

Available 881D 1

3SID Index ® S50

SSID Billion_AP
Broadcast SSID * Yag No

SSID Activated Always v

WPS Settings

Use WPS ® yag Mo

WPS State Unconfigured

WPS Mode * PIN code ' PBC
AP PIN Code 10646632 | Generate
Enrallee PIN Code 04640776

WPS Progress Idle | Start WPS

Security Settings

Security Type WRAZ-PSK T

WPFA Algorithms AES A

Pre-Shared Key wireless1031d7 (8~63 characters or 64 Hex string)
Key Renewal Interval &00 seconds (10~ 4194303)

3. Launch the wireless clientds WPS utility (e.
the WPS button on the top bar, select the AP (e.g. Billion_AP) from the WPS AP List column. Then
press the PIN button located on the middle left of the page to run the scan.

[ £ & 3
E = # ? R
Profile Netwark Advanced Statistics WA, WPS Radio On/Off  About
WPS 4P List
o Billian _4P 00 04 ED 85 46 72 1 /3 Pescan
D wilan-ap 00-21-55-BE-36-26 1 Information
D Wieleome to REINICS 00-21-27-64-25-7E 5 @ Fin Code
04640776
D: Wai-Lang 00-21-01-EE-2i-68 ] %3 i
WS Profile List Config Mode
Enrallee -
Disconnect
Bl @ WPS Associate |E Progress == 0%
PBC @ WPS Probe |E FIr - WPS Eap process failed -
Status == Link Quality==0%
Extra Info == Signal Strength1==0%
Channgl »» Signal Strength2==0%
Authentication == Noise Strength>=0%
Encryption ==
Metwark Type == Transmit
IP hddress = Link Speed ==
Sub Mhask = Throughput »>
Default Gateway =»
Gy Receive
BW »> nfa SHRO 2> nfa Link Speed »=
Gl >> nfa HCS »> nfa SNR1 >> nfa VTS £

4. The clientdés SSI D and security setting seitingl r
of the registrar (router).
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@« - # # B @ 7 R @

Metwork Advanced Statistics WM, WPS Radio On/Off  About Help
WFS AP List

1D Billion _&P 00-04-ED-85-46-92 1 Rescan

1D wian-ap 00-21-85-BE-36-26 1 Information

D Weleome to RFINICS 00-21-27-64-26-7E 3 L] (Fim €t

04640776 Penew

WiPS Profile List Config Mode

P Billion_ap Enrallze -

Rotate

Disconnect

FBC [@] WPsProbe IE WS status is connected successully

Status #» Billion_AP s--> 00-04-ED-G5-46-92

Extra Info s Link is Up [TPower: 100%] Hbrength 1 e 413
Channel == 1 =--» 2412 WHz; central channel : § ength 2 == 44%
Authentication == WP AZ-PEK Moize Strength »» 26%
Encryption »» AES
Netwark Type »» Infrastructure Transmit
P #ddress == 192,168.1,101 Link Speed =» 108.0 Mbps
Sub Mask »» 365, 366,266,0 Throughput >» 0,000 Kbps .
Default Gateway »» 192,165.1, 254 L:;E”ij
il Receine
B »» 40 SMRO >> 30 Link Speed »» 1.0 Mbps
Gl =» long WCS 3> & SHRA > 204022060 Throughput > 10%.204 Kbps
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Example: Wi-Fi Protected Setup (WPS) II:
PIN Method: Configure AP as Enrollee
1. Jot down the WPS PIN (e.g. 07966170). Press Start WPS.

S5ID Settings

Available 881D 1

551D Index ® S0

3sID Billion_AP
Broadcast SSID * Yo No
331D Activated Always r

WPS Settings

Use WPS * Yes Mo

WFS State Unconfigured

WPS Mode * PIN code ) PBC
AP PIN Code 07966170 | Generate

Enrollee FIN Code

WFS Progress Idle | Start'WFS

Security Settings

Security Type WPAZ-PSK A

WEA Algorithms AES T

FPre-Shared Key wireless1031d7 (8~63 characters or 64 Hex string)
Key Renewal Interval Goo seconds (10 ~4194303)

2. Launch the wireless clientbés WPS utilityEntee. g
the PIN number in the PIN Code column then choose the correct AP (e.g. Billion_AP) from the WPS
AP List before pressing the PIN button to run the scan.

@ =~ F # @ ©® 9 R @

Metwork Advanced Statistics AN WPS Radio On/Off  About Help
WPS AP List
D : 00000 Billion_AP 00-04-ED-85-46-92 1 Rescan
ID: Welcome to RFINICS 00-21-27-64-26-7E 8 L4 Information
D Hat-Lang 00-21-91-EE-2A-68 9 L4 P @3
03454435
WPS Profile List Config sode
P Billion_4P Registrar ¥
Fotats
Disconnect
PIN [@ vPs Associate IE - Export Profile
PEC [@ wesProbe IE WP status is connected successully

Status == Billion_AP =--= 00-04-ED-85-46-92

Extra Info »= Link is Up [TxPower:100%] _ Signal Strength 1 => 24%
Channel »» 1 <> 2412 MHz; central channel : B 35%
Authentication == WP A2-PSK Moise Strength =» 26%

Encryption »» AES
Network Type =+ Infrastructure
1P Address >+ 192.168.1,101
Sub Mask »» 255.255.255.0

Transmit
Link Speed »» 150.0 #bps

Throughput => 0.000 Kbps
Default Gateway =» 192.1868.1. 254

A Receive
BW => 40 SMRO > 30 Link speed == 1.0 Mbps
Gl »= shart WC5 == 7 SMR1 > 20102206 Throughput =» 118, 144 Kbps

3. The routerds (AP6s) SSI D and security ssetutity ng
setting of the registrar (client).
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«a - & & B 0 9

(2
Metwork Advanced Statistics iARA WPS Radio On/Off  About Help
WPS AP List
1D : DxD000 Billion_AP 00-04-ED-55-46-92 1 Rescan
ID: Welcome ko RFINICS 00-21-27-64-26-7E 8 L Infarmation
ID: #hai-Lang 00-21-91-EE-24-68 5 L Pin Code

03454435
WPS Profile List

Config Mode
P Billion_ap

Regiztrar -

Rotate
Disconnect
B @ Ps Associate [ - AN
FBC @ WPS Probe |E WPS status is connected successfully
-~
Status »» Billlan_AF <—s 00-04-ED-85-46-92
Extra Info =» Link is Up [TxPower:100%] _ Signal Strength 1 =» 24%
Channel =» 1 <--= 2412 MHz; central channel : 6 5%
Authentication == WP A2-P3K Moise Strength == 26k
Encryption =» AES
Network Type == Infrastructure Transmit
IP Address »> 192,168.1,101 Link Speed >» 150,0 Mbps
Sub Mask »> 255,255,255.0 Throughput =» 0,000 Kbps
Default Gateway »» 192,168, 1. 254
U] Receive
Bl >> 40 SNRA »> 30

Link Speed »> 1.0 Mbps
Gl »> short WS 3> 7 SNRA »> 201022062 Throughput => 118,144 Kbps

4. Now to make sure that the setup is correctly done, cross check to see if the SSID and the security

setting of the registrar setting match with the parameters found on both Wireless Configuration and
Wireless Security Configuration page.
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Example: Wi-Fi Protected Setup (WPS) lIl:

PBC Method:

1. Press the PBC radio button, Then Start WPS.

S5ID Settings
Available S5ID

551D Index
SSID
Broadcast 851D
SSID Activated
WPS Settings
Use WPS

WPS State
WPS Mode

Security Settings
Security Type

WEA Algorithms

FPre-Shared Key

17w

& 35101
Billion_AP

* Yes No
Always v
® Yes No
Unconfigured

PIN code '® PBC

WPAZ-PSK
AES v
wireless1031d7

600

Key Renewal Interval

seconds (10 ~4194303)

(8~63 characters or 64 Hex string)

2. Launch the wireless clientds WPS UtilityThefie.
press the WPS button and choose the correct AP (e.g. Billion_AP) from the WPS AP List section
before pressing the PBC button to run the scan.

3. When the PBC button is pushed, a wireless communication will be established between your router

and the PC. The clientds SSI D fgoared tosmatchutheiSEIR andl e t |
security setting of the router.

FE — ~
B L 5 )
= N, .4 Y o @0 o
Profile MNetwork Advanced Statistics WM, WPS S50 Radio On/Off
WPS AP List
ID: wlan-ap 00-0-ED-33-EF-D1 1 L Rescan
I : 0x0004 Billion_4R .- 1 Information
ID: 11111 00-0C-43-30-52-50 7 Pin Code
D Welcome to RFINICS 00-21-37-64-36-7E g S g |07 4%e5?
WPS Profile List Config Mode
p Billian_4P Registrar =
Rotate
Disconnect
BIN [l WP Associate IE Export Profile
PEC [ WS Probe IE WPS status is connected successfuly - 5Z00NRC
-
Status »> Billion_AP e--» 00-0d-ED-55-46-92

Extra Info »> Link is Up [TxPower:100%]

Channel => 1 <> 2412 MHz; central channel: §
WP A2-P 5K

BES
Infrastructure

192.168.1.101

Authentication ==

Moise Strength =»

Encryption =»
Metwork Type == Transmit
IP Address =»

Link Speed »> 72.2 Mbps
Sub Mask > 255.255.255.0 Throughput =» 1.008 Kbps
Default Gateway = 192.168.1.254
HT Receive
B > 20 SHRD >3 0 Link Speed => 1.0 Mbps
Gl »> short WCS > 7 SNR1 > 20102453 Thraughput == 48.172 Kbps
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Wireless 5GHz MAC Address Filter

The MAC filter screen allows you to configure the router to give exclusive access to up to 8 devices
(Allow Association) or exclude up to 8 devices from accessing the router (Deny Association). Every
Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned at
the factory and consists of six pairs of hexadecimal characters, for example, 00:AA:BB:00:00:02.

You need to know the MAC address of the devices you wish to filter.

¥ Wireless 5GHz MAC Address Filter

Active O Activated @ Deactivated
Action the follow Wireless LAN station(s) assaciation.

MAC Address |

| Save |
Wireless 5GHz MAC Address Filter Listing

Index MAC Address Edit Delete

Active: Select Activated to enable MAC address filtering.
Action: Define the filter action for the list of MAC addresses in the MAC address filter table.

Select Deny to block access to the AP, MAC addresses not listed will be allowed to access the router.

Select Allow to permit access to the router, MAC addresses not listed will be denied access to the
router.

MAC Address: Enter the MAC addresses (in XX: XX:XX:XX:XX:XX format) of the wireless station that
are allowed or denied access to the specified in these address fields.
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IPv6 - 464XLAT

464XLAT(RFC 6877) allows clients on IPv6-only networks to access IPv4-only Internet services.
T IPvG-464 XLAT

IPvB-464 XL AT O Activated ® Deactivated
Destination IPvG Prefix @ Automatically ) Manually
IPvB Prefix/Length 85

| Save |

IPv6-464XLAT: Choose Activated to enable 464 XLAT.

Destination IPv6 Prefix: Automatically get destination IPv6 prefix/length or manually. If ISP does not
provide the settings, please choose Automatically.

IPv6 Prefix/Length: Enter a static destination IPv6 prefix and length, provided to you by your ISP.
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Loopback

Lookback interface is a widely known virtual interface on routers which is highly robust and always up,
not like physical interfaces which disconnect every now and then. The lookback interface can have its
own IP and subnet mask. It is often used for router management as Telnet management IP and
involved in BGP as BGP Update-Source, involved in OSPF as Router ID.

~ Loopback Interface

Loopback Interface ) Activated @ Deactivated

IP Address [127.0.0.1 |

IP Subnet Mask |255.0.0.0 |

| Save |

Loopback Interface: Choose Activated to enable Loopback Interface.
IP Address: To specify the IP for the lookback interface.

IP Subnet Mask: To specify the subnet mask for the lookback interface.
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Dual WAN

Dual WAN is specially designed to offer users failover/fallback.

Auto failover/failback is to ensure an always-on internet connection. Users can set a WAN1 (main

WAN) and WAN 2 (backup WAN), and when WAN1 fails, it will switch to WAN2, and when WAN1
restores, it will switch to WAN1 again.

4G/LTE Dual-Band Wireless VoIP VPN Router

Powering communicstons

wih Security
PStatus | I Configuration
' Quick Start
'Conﬁguration ~ General Setting
*Interface Setup
~Dual WAN Dual WAN Mode
' General Setting fode

+ Qutbound Load Balance

* Protocol Binding
» Hotspot
rAdvanced Setup
*VPN
»VolP
rAccess Management
*Maintenance

«* Restart m Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.
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General Setting

T General Setting
Dual WAN Mode
Made

| Disable v

| Save |

Select Failover & Failback or Failover & Proirity to enable the failover/failback feature to keep WAN
always on or Load Balance to maximize WAN band width.
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X Failover & Failback

T General Setting
Dual WAN Mode

Mode | Failover & Failback w |

WAN Port Service Detection Policy

WAN1 EWAMN{LAN £)_0 »
WAN2
Kesp Backup Interface Connected | Disable ~|
Minimun RSRP/RSSI -105 i/ -80 dbm(-111~ -5 , O:disable)
Connectivity Decision Auto failover takes place after straight consecutive failure in every seconds.
Probe By Ping Enable
) Gateway

Ping Setting ® Host[5.5.8.8

Timeout seconds
Probe By Signal Strength Enable
Minimum RSRF/RSSI (105 J[-20  |abm(-111~ -5 Ddisable)

| Save |

WAN Port Service Detection Policy
WAN1: Select EWAN or 4G-LTE for WAN1 (The main WAN).
WANZ2: Select the 4G-LTE for WAN2 as backup port if you select EWAN as WANL.

Keep Backup Interface Connected: Select if to keep backup WAN interface connected to the
internet. When select By Signal Strength, please set the next minimum RSRP/RSSI.

Minimum RSRP / RSSI: Set a minimum requirement for RSRP(Reference Signal Receiving Power)
and RSSI(Received Signal Strength Indicator) for initiating automatic WAN failback or failover
procedures.

Connectivity Decision & Probe Cycle: Set a number of times and time in seconds to determine
when to switch to the backup link (WAN2) when primary link (WAN1) fails and vise versa.

Example, Auto failover takes place after straight 3 consecutive failures in every 30 seconds meaning
all traffic will hand over to backup link (WANZ2) after primary link fails to response in total of 90 seconds,
30 seconds for 3 consecutive failures.

Note: Failover and Failback follow the same Connectivity Decision & Probe Cycle rule to failover from WAN1 to WAN2
or fallback from WAN2 to WANL1.

Failover/Fallback Rule Decisions:

Probe By Ping: Enable Ping to the gateway or an IP address.
4 Gateway: Internal system will wait for responses to the pings from the gateway of the WAN.
4 Host: Internal system will wait for responses to the pings from a fixed IP address.

Probe by Signal Strength: Enable to measure the 4G-LTE signal strength

4  Minimum RSRP / RSSI: Set a minimum requirement for RSRP and RSSI for initiating
automatic WAN failback or failover procedures.
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X Load Balance

T General Setting
Dual WAN Mode

Mode [ Load Balance ~

WAN Port Service Detection Policy

WAN1 EWAN(LAN 4)_0 w
WANZ 4G-LTE w
Service Detection ® Enanle [ Disable
Connectivity Decision Auto failover takes place after straight consecutive failure in every seconds.
Probe WAN1 - Gateway

® Host[5.5.8.8 |

Gateway

Probe WAN2 =

® Host[3.8.4.4 |
| Save |

WAN Port Service Detection Policy
WANZ1: Select EWAN or 4G-LTE for WANL.
WANZ2: Select the 4G-LTE if you select EWAN as WANL1.

Service Detection: Select if to keep detecte WAN interface connected. If enable the setting, the traffic
will be automatically through another WAN if the WAN interface is disconnected.

Connectivity Decision: Set how many times of probing failure to disable load balance.

Connectivity Decision & Probe Cycle: Set a number of times and time in seconds to determine
when to turn-off the Load Balancing service.

Example, Disable Load Balance after straight 3 consecutive failures in every 30 seconds meaning all

traffic will hand over to backup link (WAN2) after primary link fails to response in total of 90 seconds,
30 seconds for 3 consecutive failures.

Probe WAN1/WANZ2: Enable Ping to the gateway or an IP address

4 Gateway: Internal system will wait for responses to the pings from the gateway of the WAN.
4 Host: Internal system will wait for responses to the pings from a fixed IP address.
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Outbound Load Balance

The connections are distributed over WAN1 and WAN2 so that it can utilize bandwidth of both WAN
ports. With Outbound load balance, traffic may be routed to a faster link when one of the WAN is
slower or congested so that user gains better throughput and less delay.

¥ Qutbound Load Balance

Outbound Load Balance

@ Balance by Sessicn (Round Robin)
Based on Session Mechanism < [ .

() Balance by Session weight
Based on |P Hash Mechanism (_) Balance by wsight

| Save |

User can distribute outbound traffic based on Session Mechanism or IP Hash Mechanism.

Base on Session Mechanism:

Balance by Session (Round Robin): Balance session traffic based on a round robin method.

Balance by Session weight: Balance session traffic based on a weight ratio. Enter the desired ratio
in the fields provided.

Base on IP Hash Mechanism:

Balance by weight: Use an IP hash to balance traffic based on a ratio. Enter the desired ratio into the
fields provided.
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Protocol Binding

Protocol Binding lets you direct specific traffic to go out from a specific WAN port. Policies determine
how specific types of internet traffic are routed, for example, traffic from a particular IP(es) granted
access to only one WAN port rather than using both of the WAN ports as with load balancing.

~ Protocol Binding

Rule Index

Active ®ves N0

Bind Interface [Current WANT Mode: EWAN(LAN 4)_0 , Current WAMNZ2 Mode: 4G-LTE )
Ethernet LAN _1 _2 _3 _4

Wireless 2.4GHz LAN '-;'\,'N‘

Wireless 5GHz LAN '-;".'LASG‘

Source IP Address |D.D.D.D |(D.D.D.D means Don't care)
Subnet Mask [0.0.0.0 |

Part Number D (0 means Don't care)

Destination IP Address [0.0.0.0 | (0.0.0.0 means Don't care)
Subnet Mask [0.0.0.0 |

Fort Number D (0 means Don't care)

DSCF (Value Range:0~64, 64 means Don't care)
Protocal

| Save || Delete |
Protocol Binding List

Index Active Interface  Source IP Address/Miask Destination IP Address/Mask gg;"ce Eﬁi"”at“’” DSCP  Protocol

Rule Index: The index marking the rule. Maximum entries can be 16.
Active: Select whether to enable the rule.

Bind Interface: To determine the WAN interface the to-be-set rule will apply to and what type of traffic
is to be bound to forward to the which WAN interface.

Ethernet LAN: Checked Ethernet LAN port, and packets from this port will apply this rule.
Wireless 2.4GHz LAN: Checked SSID, and packets from this SSID will apply this rule.
Wireless 5GHz LAN: Checked SSID, and packets from this SSID will apply this rule.
Source IP Address: Enter the source IP address featuring the traffic origin.

Subnet Mask: Enter the subnet of the designation network.

Port Number: Enter the port number which defines the application.

Destination IP Address: Enter the destination IP address featuring the traffic destination.
Subnet Mask: Enter the subnet of the designation network.

Port Number: Enter the port number which defines the application.

DSCP: The DSCP value. Value Range:0~64, 64 means Don't care

Protocol: Select the protocol traffic is using (TCP, UDP, ICMP).
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Hotspot

A hotspot is usually a public localtion(coffee shops, airports, etc) where people obtain internet access
typically using WiFi technology.

The Billion 4G-LTE Router HotSpot Gateway provides authentication for clients before access to
public networks. It also allows users to access some web pages without authentication using Walled
Garden feature. Rich features are explained in these sections: General Setting, Built-In User
Account, Authorized of Client, Walled Garden, Advertisment, Hotspot Status Log, and

Customization.

rStatus |
rinterface Setup
 Dual WAN
~*Hotspot
 General Setting
* Built-in User Account
« Authorized of Client
 Walled Garden
 Advertisement
+ Hotspot Status Log
« Customization
r Advanced Setup
VPN
»VolP
r Access Management
*Maintenance

4G/LTE Dual-Band Wireless VoIP VPN Router

IConﬁguration

¥ General Sefting
Hatspot

Interface

IP Address

IP Subnet Mask
Frimary DNS
Secondary DNS

Login Mode

Redirection Cn Successful Authentication To

Captive Portal
UAM Senver

Login URL
Shared Secret
NAS ID

Location Name
Authentication
Authentication Methad

Primary RADIUS Server
Secondary RADIUS Server
Shared Secret Key
Authentication Protocol

Session Settings

Session Timeout
Idle Timeout
Upload Bandwidth

Download Bandwidth

Maximum Download Data Usage

MMaximum Upload Data Usage

IMaximum Total Data Usage

Powering communicstons

wih Securify

() Activated ® Deactivated
wilan-ap-2.4G,, wlan-ap-5G,

[10.0.0.1 |

[255.255.255.0 |

| 202.87.222.222 |(Default 208.67.222 222)

[208.67.222.220

Authentication w

| |(empty string: user intended to visit)

|[Defau|t 208.67.222.220)

) Buildin ® External ' Socifi

® RADIUS O Built-in User Account

| & show Character

[3600 lseconds (0~86400,0:disable)
[180 lseconds (0~86400,0:disable)
[0 [Kbps (0~5120,0:n0t limited)

[0 [Kbps (0~5120,0:n0t limited)

[0 [MBytes (0~5120,0:not limited)
[0 [MBytes (0~5120,0:not limited)
[0 [MBytes (0~5120,0:not limited)

«* Restart

m Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.
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General Setting

This section is to setup HotSpot server on a router and authentication medthods, session settings.

¥ General Setting

Hatspot O Activated @ Deactivated

Interface wlan—ap-E.dG, wla"-ap-E-G,

IP Address [10.0.0.1 |

IP Subnet Mask | 255.2565.255.0 |

Primary DNS |2ﬂ8.5?’.222.222 |(Defau|t:2|]8_6?.222.222]
Secondary DNS |2B3.5?’.222.22D |(DefauIt:2D8.6T.222.22EI]
Login Mode

Redirection On Successful Authentication To| |(empt:.f string: user intended to visit)
Captive Portal

UAM Server O Build-in @ External O Socifi

Login URL

Shared Secret

NAS 1D

Location Mame

Authentication

Authentication Method @ raDIUS ) Buili-in User Account

|
Secondary RADIUS Server | |
|

Primary RADIUS Server

Shared Secret Key | & Show Character

Authentication Protocol

Session Settings

Session Timeout | 3600 lseconds (0~86400,0:disable)
Idle Timeout [180 lseconds (0~86400,0:disable)
Upload Bandwidth |IJ |K|J|JS (0~5120,0:not limited)
Download Bandwidth ||:| |ths (0~5120,0:not limited)
Maximum Download Data Usage |IJ |r-.'1EIytes (0~5120,0:not limited)
Maximum Upload Data Usage ||:| |MEI\_.ftes {0~5120,0:not limited)
Maximum Total Data Usage | ] |r-.'1EIytes (0~5120,0:not limited)
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General Setting:

Hotspot O Activated @ Deactivated

Interface wian-ap-2.4G, @ wian-ap-5G,

IP Address [10.0.0.1 |

IP Subnet Mask |255.255 255.0 |

Frimary DNS |2-38.5?.222.222 |[De=ault:2D8.6T.222.222]

Secondary DNS |2-38.BT.222.22-3 |[De:ault:205.6?222.22|]]

Login Mode

Redirection On Successful Authentication To| |(er‘1|3t—,- string: user intended fo visit)

Hotsport: Activate or Deactivate Hotspot feature.

Interface: Determine which SSID is configured as a Hotspot. 4G-LTE Router has 4 virtual SSIDs. Now
it is fixed on SSID1(WLAN1), it can be select in the future.

IP Address/ IP Subnet Mask: The IP Subnet assigned to this Hotspot network. The IP can be
changed according to different user® need.

Primary/ Secondary DNS: The DNS information assigned to this Hotspot network, passed on to the
hotspot clients. Change if needed.

Login Mode: Authentication or Agreement.

4 Authentication: when authentication is selected, client needs to provide authenticated
account, either via external RADIUS server or built-in user account database, to login to access
internet.

4 Agreement: when agreement is selected, client doesnd need an account to access internet.
Open your browser, the hotspot guide page directly appears.

Redirection on successful authentication to: Set the URL to be redirected to.

Capitive Portal:
Captive Portal

UAM Server O Build-in ® External O Socif

Login URL

NAS ID

Captive Portal is primarily used in open networks like hotspots, and is commonly a landing or log-in
page displayed to newly connected users informing them of the conditions (typically his username and
password) of access as to control and manage user access.

|

Shared Secret | |
|
|

Location Name

UAM Server: Choose between Build-in, External or Socifi (www.socifi.com). Build-in to disable the
feature, or External is to enable UAM server. Fill in the following information obtained from the UAM
server. Socifi is pre-cofigure settings for Socifi (www.socifi.com).

Login URL: Set the login URL offered by UAM server.
Shared Secret: Set the shared secret password offered.
NAS ID: An assigned string for identification.

Location Name: An assigned string for identification.
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Authentication:
Authentication

Authentication Method @ raDIUS ) Buili-in User Account
Primary RADIUS Server |

|
Secondary RADIUS Server | |
|

Shared Secret Key

Authentication Protocol CHARP v

Authentication Method: Client login authentication methods via external RADIUS server or 4G-LTE
Router built-in user account database.

| Show Character

Primary/Secondary RADIUS Server: Specify the primary and secondayr RADIUS server address.
Shared Secret Key: The password for RADIUS server.
Authentication Protocol: Choose PAP, CHAP or MS-CHAPv2 method for authentication.

Session Settings:
Session Settings

Session Timeout | 3600 lseconds (0~86400,0:disable)
Idle Timeout 180 |seconds (0~86400,0.disable)
Upload Bandwidth |D |ths (0~5120,0:not limited)
Download Bandwidth |IJ |K|J|JS (0~5120,0:not limited)
Maximum Download Data Usage ||:| |MEI\_.ftes {0~5120,0:not limited)
Maximum Upload Data Usage |IJ |l-.'1EIytes (0~5120,0:not limited)
Maximum Total Data Usage | 0 |MEI\_.ftes {0~5120,0:not limited)
[Save]

Session Timeout: period of time after which if client hasn't been authorized itself with hotspot system,
the client login attempt proves failed, another try needed.

Idle Timeout: period of inactivity for each client. When there is no traffic from this client (literally client
computer should be switched off), once the timeout is reached, the link disconnect automatically.

Upload/Download Bandwidth: The maximum usage bandwidth to each client.

Maximum Upload/Download/Total Data Usage: The maximum Upload/Download/Total data usage
to each client.
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Bult-in User Account

This part is to configure the account database for Built-in UAM Server. Up to 16 accounts can be
created.

¥ Built-in User Account

Rule Index
Active Oves @ Np
User Name | |

Password | |

| Save || Delete |

Built-in User Account List

Index Active Username

Rule Index: 1-16, the valid user identifier index.

User Name/Password: Enter the username /password for each valid user.
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Authorized of Client

It is for priority(trusted) client for whom authentication is not needed to internet access. Also they can
enjoy unlimited Upload/Download Bandwidth. These privilegd clients can be added by MACs.

¥ Authorized of Client
Authorized of Client ) Activated @ Deactivated
Rule Index 1 W

Active Yas No
MAC Address

[ save | Delete |

Authorized of Client List

Index Active MAC Address

Authorized of Client: Activate or Deactivate the feature.

Rule Index: 1-16 trusted users can be added, each identified by a rule index.
Active: Activate the rule or not. If activated, the client is a trusted client.
MAC Address: Enter the authorized client MAC.
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Walled Garden

It allows users to access some web pages (listed in the Walled Garden List) without authentication.
¥ Walled Garden

Rule Index

Active ®yves CINo
Allow Type
Host / Domain |'-m-.'-.\-'. billion.com

xample.com or www.example.com ; 10.11.12.0/24
Www.example.com or .example.com
| Save || Delete |
Walled Garden List
Index Active Allow Type Haost / Domain
1 Yes HOST

www_billion com

Rule Index: 1-48 different domain names or IP addresses can be added.

Active: Select Yes to activate the rule. If activated, the domain name or IP will be open without
authentication to access.

Allow Type: Choose between Host/Network and Domain.

Host/ Domain: Enter the domain name or network open to access for unauthorized clients.
4 Host/Network: www.example.com or .example.com ; 10.11.12.0/24
4 Domain: www.example.com or .example.com
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Advertisement

This part is for propaganda purpose for some website after successfully logged in.

¥ Advertisement

Advertisement O Activated @ Deactivated
Mode Frame w

Rule Index 1 w

Active Yas No

URL

[save | (oskete

Advertisement List

Index Active

URL
Advertisement: Activate or deactivate the Advertisement feature.
Mode: The mode the propaganda advertisement is shown in.

Rule Index: The rule index identifying the URL, 1-15 URLSs can be created.
Active: Select Yes to activate the rule.

URL: The propaganda web URL.
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Session Log

Session Log periodically records session information and mails it to hotspot manager helped by Mail
Alert. How often to record the session log and to mail can be set here.

T Hotspot Status Log

Hotspot Status Log (O Activated ® Deactivated

Log data every minutes (1~60)
Mail Hotspot Status Log file every minutes (5~1440)
| Save |

Session Log: Activate session log or not.

Log Session data every: Set how often to record the session log. By default, session log records
every 1 minutes.

Mail Session Log File every: Set how often to send the session log file.
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Customization

Customization allows users to customize their desired authenticate page strings, if not, default settings
are showed on the authentication page. Places where strings are to be shown are listed in the
following screenshots in red rectangle, please check where to change.

¥ Customization

Customization O Activated ® Deactivated
Title [HotSpot |
Login Subtitie |We|come fo my HotSpotl |
Login Successfully Message |Success |
Footnote |This service is provided for free and used at your own risk. |
Show Logo () Activated ® Deactivated
Terms and Conditions
Terms Partl
Terms Part1
2
Terms Part2
Terms Fart2
e
Terms Part3
Terms Fart3
2

Terms and Conditions TextBox can not accept newline.
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How to use Hotspot:
Example 1: Using Built-in UAM server

1. Login to the LTE Router and move to Configuration > Interface Setup > Wirelss to set the

SSID1(hotspot is running on SSID1(WLAN1)). Change SSID to Billion-Hotspot and set Security Type
to Open.

SSID Settings

Available SSID 1

SSID Index ® oS0
SSID Billion-Hotspot
Broadcast SSID * vag Mo
SSID Activated Always A

Security Settings
Security Type CPEN T

2. Move to Configuration > Hotspot > General Setting to set Hotspot Interface, Captive Portal,
Authentication and Session Control Setting.

Here the login mode is Authentication, Captive Portal is Built-in UAM Server and Authentication
Method is RADIUS for authtication.

¥ General Setting

Hotspot Activated '® Deactivated

Interface WLANT,

IP Address 10.0.001

IP Subnet Mask 255.256.255.0

Primary DNS 208.67.222.222 (Default:208.67.222.222)
Secondary DNS 203.67.222.220 (Default:208.67.222.220)
Login Mode Authentication v

Redirection On Successful Authentication To (empty string: user intended to visit)
Captive Portal

AN Server ® Build-in ' External

Login URL

Shared Secret
NAS ID
Location Mame

Authentication

Authentication Method * RADIUS Buili-in User Account

Primary RADIUS Server 100111
Secondary RADIUS Server

Shared Secret Key 1234567850

Session Settings

Session Timeout 3600 seconds (0~86400,0:disable)

Idle Timeout 180 seconds (0~3600,0-disable)

Upload Bandwidth 0 Kbps (0~5120,0:not limited)

Download Bandwidth 0 Kbps (0~5120,0:not limited)
Save
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If the Authentication Method is Built-in User Account for authtication, create a valid client account.
Authentication

Authentication Method RADIUS ® Buili-in User Account
Primary RADIUS Server

Secondary RADIUS Server

Shared Secret Key
¥ Built-in User Account
Rule Index i

Active * Veg Mo

User Name useri

Password — jaman

Save || Delete

Built-in User Account List
Index Active Username
1 Yes useri

Wireless Client Connection:
1. Connect to the SSID(M500-Hotspot) on the laptop.
2. Launch the web brower, the hotspot welcome and authentication page pops up.

HotSpot

Welcome to my HotSpot!

You can use the Internet, but have to login first.
You must also agree to these terms and conditions.

Username
Password

| Login & Accept Terms |

This service is provided for free and used at your own risk.

BILLION

3. Input correct Username and Password then loging successtfull.
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HotSpot

Success!

You are about to be redirected to:

http://www. msftncsi.com/redirect

To log out, type "logout” (or "http://logout/"} in your browser. enjoy!

This service is provided for free and used at your own risk.

BILLIODN

103



Example 2: Using External UAM server (e.g. Socifi - http://www.socifi.com/)

1. Login to the LTE Router and move to Configuration > Interface Setup > Wirelss to set the

SSID1(hotspot is running on SSID1(WLAN1)). Change SSID to Billion-Hotspot and set Security Type
to Open.

SSID Settings

Available SSID i

SSID Index ® oS0
SSID Billion-Hotspot
Broadcast SSID * vag Mo
SSID Activated Always A

Security Settings

Security Type OPEN A

2. Move to Configuration > Hotspot > General Setting to set Hotspot Interface, Captive Portal,
Authentication and Session Control Setting.

Here the login mode is Authentication, Captive Portal is External UAM Server and Authentication
Method is RADIUS for authtication.

T General Setting

Hotspot Activated '® Deactivated

Interface WLANT ),

IP Address 10.0.0.1

IP Subnet Mask 255.255.255.0

Primary DNS 203.67.222.222 (Default:208.67.222.222)
Secondary DNS 208.67.222.220 (Default:208.67.222.220)
Login Mode Authentication »

Redirection On Successful Authentication To (empty siring: user intended to visit)
Captive Portal

UANM Server Build-in ® External

Login URL hitp:ficonnect. socifi.com

Shared Secret
NAS ID BIL_MS00_1050A8

Location Name

Authentication

Authentication Method ® RADIUS ) Built-in User Account
Frimary RADIUS Server rad-1-aps-1.socifi.com

Secondary RADIUS Server rad-2-aps-1.socifi.com

Shared Secret Key s0Cifi

Session Settings

Session Timeout 3a00 seconds (0~86400,0:disable)

Idle Timeout 180 seconds (0~3600,0:disable)

Upload Bandwidth 0 Kbps (0~5120,0:not limited)

Download Bandwidth 0 Kbps (0~5120,0:not limited)
Save

3. Walled Garden settings.
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T Walled Garden

Rule Index 1

Active * Veg Mo
Allow Type Domain T

Host / Domain | .socifi.com

Mote *
Host/Network: - www example.com or www example.com ; 10.11.12.0/24
Domain : www.example com or example.com

Save || Delete
Walled Garden List
Index Active Allow Type Host / Domain
1 Yes DCMAIN .socifi.com
2 Yes DCMAIN .cloudfront.net
3 Yes DCMAIN facebook.com
4 Yes DCMAIN fbcdn.net
b Yes DCMAIN Sfwitter.com
3] Yes DOMAIN twimg.com
7 Yes DCMAIN .akamai.net
g Yes DCMAIN .akamaihd.net
9 Yes DOMAIN .akamaiedge.net
10 Yes DOMAIN .edgecastcdn.net
11 Yes DOMAIN .edgekey.net
12 Yes DOMAIN fastly.net
13 Yes DCMAIN Jicdn.net

4. Add a new hotspot to SOCIFI dashboard.
(https://socifi-doc.atlassian.net/wiki/display/SC/Billion+M500+4G+LTE)

§**= Billion Electric Co., Ltd. Current balance: $0.00 ADD CREDIT

I MAC / Name Metwork Location Connections WiFi vendor

60:03:47:18:c1:b2

< BN ilon

m
o
i

tric Co L
cCo, Lid

© Video Tutorials Need help?

105



Add New Hotspots

1. Select your hardware

Billion
2. MAC address:

60:03:47:50:10:11

3. Network location

No. 120, Section 2, Gongdaowu Road, East District, Hsinchu City. Taiwan 300

API Set-up

t_ﬁ-.

Billion Electric Co., Ltd.

Current balance: $0.00

ADD CREDIT

D »ard
@ T/ Name ety Locatio
Campaigns
1 60:03:47:18:c1:b2
‘va) Billion Electric Co,, Ltd
Hotspots

Connections WiFi vendor

© Video Tutorials Need help?

Wireless Client Connection:
1. Connect to the SSID(Billion-Hotspot) on the smart phone.

2. Launch the web browser, the hotspot welcome and authentication page pops up.
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S = QO M B © 7.4l 70% @ 4:51 = MOreh B © 7.4l 69%m 4:52

BEA Wi-Fi % SOCIFI Connect

connect.socifi.com

Free Wireless Internet

Use connection link to

= Sign up
0
Touch the Option Dots or "More" and
Billion Electric Co.. Ltd. select the second option "Use this Y O
- network as is", "Keep connection” or R -
g wiiovterg similar. illion Electric Co.;

-
Open your device browser manually
(Chrome) and paste the copied URL into Start using free Wi-Fi network
your browser address bar and sign up.

Continue

How to connect

Firstly use the button below to copy the
connection link “www.wifilove.ora”

FERX FERk

D = M@ P O Rexmass |l @ = M @ P B © 7.4l 69%m 4:53
X SOCIFI Connect X SOCIFI Connect

connect.socifi.com connect.socifi.com

Free Wireless Internet

Totallyfre€Photos!

Partner of Free Wi-Fi

Photos for business or personal
use in high resolution for free.
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Advanced Setup

Advanced Step provides advanced features including Firewall, Routing, Dynamic Routing, NAT,
VRRP, Static DNS, QoS, Interface Grouping, Time Schedule, and Mail Alert for advanced users.

4G/LTE Dual-Band Wireless VolP VPN Router

Powering cermmunicosons

wih SECUrity

IConﬁguralion
rInterface Setup
» Dual WAN Firewall
::g:"'az‘::ed sen SP ) Enabled @ Disabled
+ Firewall (WARNING: If You enabled SPI, all traffics initiated from WAMN would be blocked, including DMZ, Virtual Server, and ACL WAN side )
* Routing
» Dynamic Routing
« NAT
* VRRP
+ Static DNS
QoS
* Interface Grouping
» Time Schedule
+ Mail Alert
+*VPN
+VolP
v Access Management
»Maintenance

e N

~ Firewall

O Enabled ® Disabled

«* Restart m Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.
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Firewall

Your router includes a firewall for helping to prevent attacks from hackers. In addition to this, when
using NAT (Network Address Translation) the router acts as a natural Internet firewall, since all PCs on
your LAN use private IP addresses that cannot be directly accessed from the Internet.

~ Firewall

Firawall () Enabled ® Disabled

SPI ) Enabled ® Disabled

(WARNING: If You enabled 5P, all traffics initiated from WAN would be blocked, including DMZ, Virtual Server, and ACL WAN side.)
| Save |

Firewall: To automatically detect and block Denial of Service (DoS) attacks, such as Ping of Death,
SYN Flood, Port Scan and Land Attack.

4 Enabled: It activates your firewall function.

4 Disabled: It disables the firewall function.

SPI: If you enabled SPI, all traffics initiated from WAN would be blocked, all DMZ, Virtual Server, and
ACL WAN side rule will be invalidated.

4 Enabled: It activates your SPI function.
4 Disabled: It disables the SPI function.
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Routing

This is static route feature. You are equipped with the capability to control the routing of all the traffic
across your network. With each routing rule created, user can specifically assign the destination where
the traffic will be routed to.

¥ Routing Table

Index  Destination IP Address Subnet Mask Gateway |F Addrass Ietric Interface Edit  Drop
D.0.0.0 0.0.0.0 100.80.206.94 11 4G-LTE

2 100.80.206.92 255.255.255.252 D.0.0.0 0 4G-LTE

3 127.0.0.0 255.255.0.0 D.0.0.0 0 loopback

4 192.168.1.0 255.255.255.0 D.0.0.0 0 br0

5 239.0.0.0 255.0.0.0 D.0.0.0 0 br0

| Add Route |

Index: Item number

Destination IP Address: IP address of the destination network

Subnet Mask: The subnet mask of destination network.

Gateway IP Address: IP address of the gateway or existing interface that this route uses.

Metric: It represents the cost of transmission for routing purposes. The number need not be precise,
but it must be between 1 and 15.

Interface: Media/channel selected to append the route.
Edit: Edit the route; this icon is not shown for system default route.
Drop: Drop the route; this icon is not shown for system default route.

Add Route
¥ Static Route
Destination IP Address [0.0.0.0 |
Destination Subnet Mask [0.0.0.0 |
Gateway |P Address / Interface ) |0.0.0.0 @
Metric

| Save | | Back |

Destination IP Address: This is the destination subnet IP address.
Destination Subnet Mask: The subnet mask of destination network.

Gateway IP Address/Interface: This is the gateway IP address or existing interface to which packets
are to be forwarded.

Metric: It represents the cost of transmission for routing purposes. The number need not be precise,
but it must be between 1 and 15.
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Dynamic Routing

OSPF

Open Shortest Path First (OSPF) is a most widely used interior gateway protocil (IGP) for Internet
Protocol (IP) networks. It uses a link state routing algorithm and falls into the group of interior routing
protocols, operating within a single autonomous system (AS).

OSPF allows collections of rotuers to be grouped together. Such a group is called an area (AS). Each

area runs a seprate copy of the basic link-state routing algorithm. This means that each area has its
own link-state database and cooresponding shortest path tree.

The structure of an area is invisible from other areas. This isolation of knowledge makes the protocol
more scalable if multiple areas are used.

The most widely used exterior gateway protocol is the Border Gatewat Protocol (BGP), which will be
our next topic, the pricipal routing protocol between autonomous systems on the itnernet.
~OSPF

OSPF [JEnable

Rule Index 1 w
Interface 4G-LTE W
Arez ID

| Save | Delete |
OSPF Listing

Index Interface Area 1D

OSPF: Enable to actiavte OSPF routing.
Rule Index: A totoal 10 OSPF rules are allowed, ranging from O to 9.

Interface: Set the interface which runs the OSPF process (involved in OSPF routing). It can be WAN
interfaces or established GRE tunnels.

Area ID: The OSPF area identifier. It is a decimal number in the rang of 0-4294967295. Here to set the
area ID which the inteface belongs to. The area with area-id=0 is the backbone area.

If the router has networks in more than one area, then an area with area-id=0 (the backbone) must
always be present. All other areas are connected to it. The backbone is responsible for distributing
routing information between non-backbone areas. The backbone must be contiguous, i.e. there must
be no disconnected segments. However, area border routers do not need to be physically connected
to the backbone - connection to it may be simulated using a virtual link.
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BGP

Border Gateway Protocol (BGP) is a standardized exterior gateway protocol (an uniquely TCP based
inter-Autonomous System routing protocol) designed to allow setting up an inter-domain dynamic
routing system that automatically updates routing tables of devices running BGP in case of network
topology changes.

TBGP

BGP () Enable
As Number

Rule Index 1 w
Neighbaor IP

Meighbor As Number

Allowas-in Enable
Mexi-Hop-Self (J Enable
Soft-reconfiguration inbound CIEnable
EBGP-multihop (JEnable

| Save | Delete |

BGP Listing
Index Meighbor IP Meighbor As Number Allowas-in

BGP: Enable to activate BGP routing.

AS Number: Designate the AS number of local router. The AS number is used to identify the IBGP or
EBGP your neighbor is running. The same AS number means the IBGP, and the different means
EBGP.

Rule Index: A totoal 10 BGP rules are allowed, ranging from 0 to 9.
Neighbor IP: Set your neighbor IP.
Neighbor AS Number: Set your neghbor AS number.

Allowas-in: Enable to allow inter-communication between devices in the same AS. If the local and
neighbor AS number are the same, thus, a inter-AS communication, please enable the allowas-in.
Otherwise, the router only support EBGP routing between different domains.

Next-Hop-Self: Enabletous e t he r out e raldressoagthe nexthmpaoldressk

Self-reconfiguration inbound: Enable to tells the router (BGP course) to save all recived updates of
the routing information from all neighbors. When the BGP connections are reset (Clear IP BCP), these
updates are used to generate the new inbound updates.

EBGP-Multihop: Eanble to allows a BGP speaker to establish a peering session with a router that is
not directly connected.
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NAT

The NAT (Network Address Translation) feature transforms a private IP into a public IP, allowing
multiple users to access the internet through a single IP account, sharing the single IP address. NAT
break the originally envisioned model of IP end-to-end connectivity across the internet so NAT can
cause problems where IPSec/ PPTP encryption is applied or some application layer protocols such as
SIP phones are located behind a NAT. And NAT makes it difficult for systems behind a NAT to accept
Incoming communications.

In this session, there are VPN Passthrough, SIP ALG, DMZ and Virtual Server provided to solve
these nasty problems.

~ NAT

NAT Status Enable

ALG

VPN Passthrough ® Enabled O Disabled

SIPALG ) Enabled ® Disabled

SIF Port 5060 (Such as 5060,5070...) [ Set |
DMZ ! Virtual Server

Interface

DMZ 0=

Virtual Server O =i

NAT Status: Enabled. It depends on ISP Connection Type in Internet settings.

VPN Passthrough: VPN pass-through is a feature of routers which allows VPN client on a private
network to establish outbound VPNs unhindered.

SIP ALG: Enable the SIP ALG when SIP phone needs ALG to pass through the NAT. Disable the SIP
ALG when SIP phone includes NAT-Traversal algorithm.

SIP Port: Spicefy the SIP port for SIP ALG.
Interface: Select to set DMZ/Virtual Server for 4G-LTE, EWAN or Wireless Client.

Click DMZ @it or Virtual Server @&t to move on to set the DMZ or Virtual Server parameters,
which are represented in the following scenario.
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DMZ

Note: This feature disables automatically if WAN connection is in Bridge mode.

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP
address as the DMZ Host, all incoming packets will be checked by the Firewall and NAT algorithms
then passed to the DMZ host, when a packet received does not use a port number used by any other
Virtual Server entries.

v DMZ
DMZ for 4G-LTE
DMZ O Enabled ® Disabled
DMZ Host IP Address 0.0.0.0
| Save || Back |
Except Ports
Rule Index
Protocol TCP ~
Description | || Add |
DMZ Export Ports Listing
Index Description Protocaol Port Edit Delete
1 NIA M NIA Py
NIA M NIA Py
NIA M NIA Py

DMZ for: Indicate the related WAN interface which allows outside network to connect in and
communicate.

DMZ:
4 Enabled: It activates your DMZ function.
4 Disabled: It disables the DMZ function.

DMZ Host IP Address: Give a static IP address to the DMZ Host when Enabled radio button is
checked. Be aware that this IP will be exposed to the WAN/Internet.

Select the Save button to apply your changes.

Except Ports: Commonly, all incoming packets will be passed to the DMZ host after being checked by
the Firewall and NAT algorithms. But if a packet matching the rules set under except ports, it will be
passed on to virtual server or dropped when no matches found in virtual server.

Port: Set the port to be monitored.

Protocol: Choose the protocol to be monitored.

Description: The description given to the DMZ exception rule .
Click Add to add except rules.
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Virtual Server
Note: This feature disables automatically if WAN connection is in Bridge mode.

The device can be configured as a virtual server so that remote users accessing services such as Web
or FTP services via the public (WAN) IP address can be automatically redirected to local servers in the
LAN network. Depending on the requested service (TCP/UDP port number), the device redirects the
external service request to the appropriate server within the LAN network.

¥ Virtual Server

Virtual Server for 4G-LTE

Rule Index

Frotacol
Start Port Number ]

End Port Number \:I

Local IP Address |

Start Port Number (Local) ]

End Port Number{Local) ]
Exception Action @ allow ) Block
Exception IP Address [0.0.0.0 |-[0.0.00 |0.0.0.0 ~ 0.0.0.0 means all IPs)
EDED

Virtual Server Listing

Rule Protocol Start Port End port Local IP Address Start Paort Local End Part Local Edit Drop
1 NIA NIA NIA NIA NIA NIA &

NIA NIA NIA NIA NIA NIA &

NIA NIA NIA NIA NIA NIA &

Virtual Server for: Indicate the related WAN interface which allows outside network to connect in and
communicate.

Protocol: Choose the application protocol.
Start / End Port Number: Enter a port or port range you want to forward.
(Example: Start / End: 21 or Start: 1000, End: 2000).
The starting greater than zero (0) and the ending port must be the same or larger than the starting port.
Local IP Address: Enter your local server IP address in this field.
Start / End Port Number (Local): Enter the start / end port number of the local application (service).
Exception Action:
4 Allow: Allow the remote IP address in Exception IP Address range can access the services.
4 Block: Block the remote IP address in Exception IP Address range.

Exception IP Address: Enter the start / end IP address want to allow or block. 0.0.0.0 ~ 0.0.0.0
means all IP address.
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Examples of well-known and registered port numbers are shown below. For further information, please

see | ANAOG s htyw:Awwe.iarta.erg/assignments/port-numbers

Well-known and Registered Ports

Port Number | Protocol Description

21 TCP FTP Control

22 TCP & UDP SSH Remote Login Protocol

23 TCP Telnet

25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)

69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP

110 TCP POP3 (Post Office Protocol Version 3)
443 TCP & UDP HTTPS

1503 TCP T.120

1720 TCP H.323

7070 UDP RealAudio

/A/
o7¢:
PN

\_

\

Using port forwarding does have security implications, as outside users will be
able to connect to PCs on your network. For this reason you are advised to use
specific Virtual Server entries just for the ports your application requires,
instead of using DMZ. As doing so will result in all connections from the WAN
attempt to access to your public IP of the DMZ PC specified.

)

-

b

Attention

-

If you have disabled the NAT option in the Interface Setup - Internet section, thh
Virtual Server function will hence be invalid.

If the DHCP server option is enabled, you have to be very careful in assigning
the IP addresses of the virtual servers in order to avoid conflicts. The easiest
way of configuring Virtual Servers is to manually assign static IP address to
each virtual server PC, with an address that does not fall into the range of IP
addresses that are to be issued by the DHCP server. You can configure the
virtual server IP address manually, but it must still be in the same subnet as the

router. j
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Example: How to setup Port Forwarding for port 21 (FTP server)

If you have a FTP server in your LAN network and want others to access it through WAN.

Step 1: Assign a static IP to your local computer that is hosting the FTP server.

Step 2: Login to the Gateway and go to Configuration / Advanced Setup / NAT / Virtual Server.
FTP server uses TCP protocol with port 21.

Enter 21 to Start and End Port Number. 4G-LTE Router will accept port 21 requests from WAN side.
Eneter the static IP assiged to the local PC that is hosting the FTP server. Ex: 192.168.1.110

Enter 21 to Local Start and End Port number. 4G-LTE Router will forward port 21 request from WAN to
the specific LAN PC (ex:192.168.1.110) in the network.

Step 3: Click Save to save settings.

¥ Virtual Server

Virtual Server for 4G-LTE

Protocal TCP ¥

Start Port Number 21

End Port Number 21

Local IP Address 192.1658.1.110

Start Port Mumber (Local) 21

End Port MumberiLocal) 21

Exception Action @ aAllow ) Block

Exception IP Address 0.0.0.0 |-[0.0.00 |0.0.0.0 ~ 0.0.0.0 means all IPs)
Save || Back

Virtual Server Listing

Rule Protocol Start Port End port Local IF Address Start Port Local End Port Local Edit Drop
1 TCP 21 21 192.168.1.110 21 21 F O
NIA NIA NIA NIA NIA NIA &
NIA NIA NIA NIA NIA NIA &
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VRRP

The VRRP(Virtual Router Redundancy Protocol) is a computer networking protocol that provides for
automatic assignment of available Internet Protocol (IP) routers to participating hosts. This increases

the availability and reliability of routing paths via automatic default gateway selections on an IP
subnetwork.

TVRRP

VRRP O Activated @ Deactivated

VRID 1 (1~255)

Priarity 100 (1~254)
Preempt Mode @ Activated ) Deactivated

VRIP 192.168.1.253

Advertisement Period 1 (1~2147483647)
[Save]

VRRP: Check to activate this feature.

VRID: A master or backup router running the VRRP protocol may patrticipate in one VRID instance.

Priority: Specifies the sending VRRP router's priority for the virtual router. Higher values equal higher
priority. The priority value for the VRRP router that owns the IP address associated with the virtual
router MUST be 255. VRRP routers backing up a virtual router MUST use priority values between 1
and 254. The default priority value for VRRP routers backing up a virtual router is 100. The priority
value zero (0) has special meaning indicating that the current Master has stopped participating in

VRRP. This is used to trigger Backup routers to quickly transition to Master without having to wait for
the current Master to timeout.

Preempt Mode: When preempt mode is activated, a backup router always takes over the

responsibility of the master router. When deactivated, the lower priority backup is left in the master
state.

VRIP: One IP address that is associated with the virtual router.

Advertisement Period: Indicates the time interval in seconds between advertisements.
Press Save button to apply your settings.
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Static DNS

The Domain Name System (DNS) is a hierarchical naming system built on a distributed database for
computers, services, or any resource connected to the Internet or a private network associates various
information with domain names assigned to each of the participating entities. Most importantly, it
translates domain names meaningful to humans into the numerical identifiers associated with
networking equipment for the purpose of locating and addressing these devices worldwide.

An often-used analogy to explain the Domain Name System is that it serves as the phone book for the
Internet by translating human-friendly computer hostnames into IP addresses. For example, the
domain name www.example.com can be translated into the addresses 192.0.32.10 (IPv4).

T Static DNS§

IP Address | |

Domain Name |

| save |

Static DNS Listing

Index IP Address Domain Mame Edit Delete

IP Address: The IP address you are going to give a specific domain name.
Domain Name: The friendly domain name for the IP address.
Press Save button to apply your settings.
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QoS (Quality of Service)

QoS(Quality of Service) helps you control the traffic of each application, it supports two QoS control
types, Limited(Maximum) or Guaranteed(Minimum) .

¥ Quality of Service

SW QoS 1 O Activated ® Deactivated

Bandwidth Limitation

LAN to WAN Bandwidth 100 Mbps
EWAN{LAN 4)_0 Bandwidth 100 Mbps
EWAM(LAN 4)_1 Bandwidth 100 Mbps
EWAN{LAN 4)_2 Bandwidth 100 Mbps
EWAM(LAN 4)_3 Bandwidth 100 Mbps
EVWAN{LAN 4)_4 Bandwidth 100 Mbps

WAN to LAN
EWAM(LAN 4)_5 Bandwidth 100 Mbps
EWAN{LAN 4)_& Bandwidth 100 Mbps
EWAM(LAN 4)_7 Bandwidth 100 Mbps
4G-LTE Bandwidth 100 Mbps
WirelessClient Bandwidth 100 Mbps

| Specify Bandwidth Limitation |

| Specify LAN Host Bandwidth |

SW QoS Rule

Rule Index 1 w

Application

Direction LAN o WAN w WAN Interface ALL v
QoS Type Limited(Maximum) ~ Priority High w

Bandwidth Type ® Share Bandwidth O Bandwidth per Host

Bandwidth Mbps DSCP Marking Dizable w
Protocaol Any w
0.0.0.0 ~
Internal IP Address Internal Port 0 ~ |0 *3
0.0.0.0 *2
0.0.0.0 ~
External IP Address External Port 0 ~ |0 *3
0.0.0.0 *2

Maote *1 - The hardware acceleration of packet processing will be disable if active SW QoS.
MNote *2 : 0.0.0.0 ~ 0.0.0.0 means all IPs

Mote *3 - 0 ~ 0 means all Ports

Save  Delete

QoS Control Listing

Index Application Direction QoS Type Bandwidth WAN Interface
SW QoS
SW QoS ™1 O Activated ® Deactivated

SW QoS: Check to activate this feature.

Note: The hardware acceleration of packet processing will be disable if active SW QoS.
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Bandwidth Limitation

Bandwidth Limitation

LAN to WAN Bandwidth 100 Mbps
EWAM(LAN 4)_D Bandwidth 100 Mbps
EWAM(LAN 4)_1 Bandwidth 100 Mbps
EWAN{LAN 4)_2 Bandwidth 100 Mbps
EWAM(LAN 4)_3 Bandwidth 100 Mbps
EVWAN{LAN 4)_4 Bandwidth 100 Mbps
WAN to LAN
EWAM(LAN 4)_5 Bandwidth 100 Mbps
EWAN{LAN 4)_& Bandwidth 100 Mbps
EWAM(LAN 4)_7 Bandwidth 100 Mbps
4G-LTE Bandwidth 100 Mbps
WirelessClient Bandwidth 100 Mbps

| Specify Bandwidth Limitation |

| Specify LAN Host Bandwidth |

Specify Bandwidth Limitation: Specify the maximum bandwidth of each direction.
Specify LAN Host Bandwidth: Specify the maximum bandwidth for some LAN host.

Bandwidth Limitation

¥ Bandwidth Limitation

LAN to WAN Bandwidth [100 Mbps
EWAN(LAN 4) 0 Bandwidth Mbps
EWAN(LAN 4) 1 Bandwidth Mbps
EWAN(LAN 4) 2 Bandwidth Mbps
EWAN(LAN 4) 3 Bandwidth Mbps
EWAN(LAN 4) 4 Bandwidth Mbps

AN AN EWAN(LAN 4) 5 Bandwidth Mbps
EWAN(LAN 4) 6  Bandwidth Mbps
EWAN(LAN 4) 7 Bandwidth Mbps
AG-LTE Bandwidth Mbps
WirelessClient Bandwidth | 100 Mbps

EnED

Limit the rate of direction, LAN(Ethernet or Wireless) to WAN(EWAN, 4G-LTE or Wi-Fi WAN) or
WAN(EWAN, 4G-LTE or Wi-Fi WAN) to LAN(Ethernet or Wireless).

Press Save button to apply your settings.

LAN Host Bandwidth
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¥ LAN Host Bandwidth

Rule Index

MAC Address |

Upload Mbps Download Mbps

| Save || Delete || Back |

LAN Host Bandwidth Listing
Index IMAC Address Upload Bandwidth Download Bandwith

MAC Address: The MAC address of the host you want to specify.
Upload: The maximum rate of upload direction.

Download: The maximum rate of download direction.

Save: Save the LAN Host Bandwidth policy.

Delete: Remote the policy.

SW QoS Rule
SW QoS Rule
Rule Index T w
Application
Direction LAN to WAN WAN Interface ALL w
QoS Type Limited{Maximum) w  Prigrity High
Bandwidth Type ® Share Bandwidth ) Bandwidth per Host
Bandwidth Mbps DSCP Marking Dizable w
Protocaol Any w
0.0.0.0 ~
Internal IP Address Internal Port 0 ~ |0 *3
0.0.0.0 2
0.0.0.0 ~
External IP Address External Port 0 ~ |0 *3
0.0.0.0 2

Rule Index: Index marking for each rule up to maximum of 16.
Application: Assign a hame that identifies the new QoS rule.
Direction: Shows the direction mode of the QoS, LAN to WAN or WAN to LAN.

WAN Interface: Select a WAN interface, the data passing through this interface will be controled

according to the rule.

QoS Type: Choose Limited(Maximum) or Guaranteed(Minimum) to specify the control type is

allowed for this policy.
4 Limited(Maximum): The maximum flow rate allowed.
4 Guaranteed(Minimum): At least bandwidth that can be used.

Priority: Set the priority given to the policy. Priority can only be set when that QoS Type is
Guaranteed(Minimum). You can specify this policy can have High, Normal or Low prioriyt to acquire

the bandwidth.

Bandwidth Type: Define the bandwidth calculations. It can only be set if QoS Type is
Limited(Maximum).

4 Share Bandwidth: All hosts share the bandwidth.
4 Bandwidth per Host: The specified bandwidth is per host.

122



Protocol: Specify the data protocol, Any, TCP, UDP, TCP-ACK, TCP-SYN or ICMP.
Internal IP Address: The IP address for Local LAN hots you want to give control.
Internal Port: The Port number on the LAN side.

External IP Address: The IP address on the WAN side.

External Port: The Port number on the WAN side.
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Interface Grouping

The interface group is similar to the isolation mechanism. To allow or block devices in one port or SSID
(indicates the LAN and Wireless LAN) to access other devices in other ports or SSIDs.

The Hosts in the same interface group can access each other, but cannot access hosts in other
interface groups.

T Interface Grouping

Interface Grouping ) Activated ® Deactivated
Group Index 0
4G-LTE

4G-LTE
EWAN(LAN 4) Service

Ethernet LAN
LANT LANZ LAN3 LAN4

Wireless 2 4GHz LAN

WLAN
Wireless 5GHz LAN L
WLANSG1
Group Summary | Group Summary |

| Save || Delete |

Interface Grouping: Check to activate this feature.

Group Index: The rule index (0-15) for identifying each group.
4G-LTE: 4G-LTE WAN interface.

EWAN Service: The interface of EWAN servcie.

Ethernet LAN: Ethernet LAN port, LAN1(portl) ~ LAN4(port4)
Wireless 2.4GHz/5GHz LAN: Wi-Fi 2.4GHz and 5GHz SSIDs.
Group Summary: List the Interface Grup.

Save: Save the Interface Group policy.

Delete: Remote the group.
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Time Schedule

The Time Schedule supports up to 16 timeslots which helps you to manage your Internet connection.

In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to restrict or
allowing the usage of the Internet by users or applications.

This Ti me

Schedul

e

correl

ates cl

os el

y

Wi

t h

rout

on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an SNTP

server from the Internet.

T Time Schedule

Rule Index
Rule Name |TimeSIO:‘

MON TUE WED THU FRI SAT SUN
Day of Wesk O O O O O _ O
Start Time 0000 | (o000 | [ooo0 | (oo | [o;oo | [o00:00 |00:00
End Time 0000 | ([oooo | [oooo | (o000 | [oooo | [oo:00 |00:00
[Save |

Rule Index: The rule index (1-16) for identifying each timeslot.
Rule Name: User-defined identification for each time period.

Day of Week: Mon. to Sun. Specify the time interval for each timeslot from Day of Week.

Start Time: The starting point of the interval for the timeslot, anytime in 00:00 7 24:00.
End Time: The ending point of the interval for the timeslot, anytime in 00:00 i 24:00.

For example, user can add a timeslot named TimeSlotl which features a period from 9:00 of Saturday

to 18:00 of Sunday.

*Time Schedule

Rule Index o -
Rule Name Timeslot
Mon.
Day of Week
Start Time 00:00
End Time 0o:00
Save

Tues

0o0:00

0o:00

Wed.

00:00

0o:00

Thur.

0o0:00

0o:00

Fri. Sat.
v

0000 09:00

00:00 24:00

Another TimeSlot2 spanning from 09:00 to 18:00 of Wednesday

*Time Schedule

Rule Index 1T
Rule Name Timeslot2
Mon.
Day of Week
Start Time 0o:00
End Time 00:00
Save

Tues.

0o:00

0o0:00

Wed.

09:00

18:00

Thur.

0o:00

0o0:00
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Mail Alert

Mail alert is designed to keep system administrator or other relevant personnel alerted of any
unexpected events that might have occurred to the network computers or server for monitoring
efficiency. With this alert system, appropriate solutions may be tackled to fix problems that may have
arisen so that the server can be properly maintained.

* Mail Alert
Server Information
SMTP Server

Password

| |
Username | |
| |
| |

Senders E-mail (Must be XXX @EYYY.Z27)

SSLTLS |:|Enab|e

Port 25 (1~65535)

| Accont Test |
WAN IP Change Alert

Recipient's E-mail | |[r\.-1ust be XXX @yyy.22z)
4G-LTE Usage Allowance

Recipient's E-mail | |[n.-1ust be XK@y Yy 2227)
Hotspot Status Log

Recipient's E-mail | |[r\.-1ust be XXX @yyy.22z)
| Apply |

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

S e n d eEmaik Enter your email address.

SSL/TLS: Check to whether to enable SSL encryption feature.

Port: the port, default is 25.

Account Test: Press this button to test the connectivity and feasibility to your sender® e-mail.

WAN IP Change Alert (Re c i ps Bmait): &nter the email address that will receive the alert
message once a WAN IP change has been detected.

4G-LTE Usage Allowance (Re c i p i e n t):d&ster theremailladdress that will receive the alert
message once the 4G-LTE over Usage Allowance occurs.

Hotspot SessionLog(Re c i pi e nt &ster Benemail bddress that will receive the periodic mail
of the session log information to track the hotspot session information.
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VPN

A Virtual Private Network (VPN) is a private network that interconnects remote (and often
geographically separate) networks through primarily public communication infrastructures such as the
Internet. VPNs provide security through tunneling protocols and security procedures such as
encryption. For example, a VPN could be used to securely connect the branch offices of an
organization to a head office network through the public Internet.

4G-LTE Router supports IPSec, PPTP, L2TP, GRE, and OpenVPN for enterprise users.

4G/LTE Dual-Band Wireless VoIP VPN Router Powering commuriccions
wih Securify

IConﬁgu,aﬁo,, ‘_\é_ -
 Quick Start l =
+Configuration
rinterface Setup IPSec
~Dual WAN IPSec Listing
» Hotspot - - -
Index Caonnection Name Active Interface Remote Gateway IP Remote Netwaork Edit Delete
rAdvanced Setup
~VPN
. IPSec Add New Connection
 PPTP Server
 PPTP Client
 L2TP
' GRE

+ OpenVPN Server
+ OpenVPN Client
»VolP
rAccess Management
*Maintenance

«* Restart m Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.
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IPSec

Internet Protocol Security (IPSec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication session. IPSec
also includes protocols for establishing mutual authentication between agents at the beginning of the
session and negotiation of cryptographic keys to be used during the session.

IPSec is an end-to-end security scheme operating in the Internet Layer of the Internet Protocol Suite.
It can be used in protecting data flows between a pair of security gateways (network-to-network), or
between a security gateway and a host (network-to-host).

Note: up to 8 IPSec tunnels can be added.
¥ |PSec

IPSec Listing

Index  Connection Name Active Interface Remote Gateway IFP Remote Metwork Edit Delete

| Add New Connection |

Click Add New Connection to create IPSec connections.
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IPSec Connection Setting

T IPSec

Connecticn Name

Active ®ves ONo
Interface
Remote Gateway IP | | (0.0.0.0 means any)
Local Access Range Local P Address [0.0.00 | 1P Subnetmask | 0.0.0.0 |
Extra Local IP Address [0.0.0.0 | 1P Subnetmask |0.0.0.0 |
Remote Access Range Remote IF Address [0.0.0.0 | 1P Subnetmask | 0.0.0.0 |
IKE Mode Iain A4
Local ID Type | Default (Local WAMN IP) v| IDContent ®
Remote |D Type | Default (Remate Gateway IP) v | IDContent &
Pre-Shared Key ® Text ) Hexadecimal
|
IKE Proposal Encryption Algorithm DES v Authentication Algorithm
Diffie-Hellman Group | MODP1024(DH2) v|
IPSec Proposal ® Esp ) AH
Encryption Algorithm DES v Authentication Algorithm
Perfect Forward Secrecy [ None v |
SA Lifetime Phase 1 (IKE) min(s) Phase 2 (IPSec) (60 min(s)
Keepalive None v PING to the IP(0.0.0.0:NEVER) | 0.0.0.0 Interval 10 |eeconds

Digconnection Time after Mo Traffic seconds (120 at least)

II

Reconnection Time min(s) (3 at least)

Note * : FQDN with @ as first character means don't resolve domain name.

Maote ** - (0-3600, 0 means NEVER)

| save || Back |

Basic

Connection Mame

| IP Subnetmask | 0.0.0.0 |

| IP Subnetmask | 0.0.0.0 |

Active ®ves CINo

Interface

Remote Gateway IP | | (0.0.0.0 means any)

Local Access Range Local IP Address |D.D.D.D
Extra Local IP Address | 0.0.00

Remote Access Range Remote IP Address [0.0.00

| 1P Subnetmask | 0.0.0.0 |

Connection Name: A given name for the connection (e.g. connection to office).

Active: Select Yes to activate the tunnel.

Interface: Select the used interface for the IPSec connection, when you select 4G-LTE interface, the

IPSec tunnel would via this interface to connect to the remote peer.

Remote Gateway IP: The WAN IP address of the remote VPN gateway that is to be connected,

establishing a VPN tunnel.

Local/Extra Loacl Access Range: Set the IP address or subnet of the local network.

4 Single IP: The IP address of the local host, for establishing an IPSec connection between a

security gateway and a host (network-to-host).
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4 Subnet: The subnet of the local network, for establishing an IPSec tunnel between a pair of
security gateways (network-to-network)

Remote Access Range: Set the IP address or subnet of the remote network.

4 Single IP: The IP address of the local host, for establishing an IPSec connection between a
security gateway and a host (network-to-host). If the remote peer is a host, select Single
Address.

4 Subnet: The subnet of the local network, for establishing an IPSec tunnel between a pair of
security gateways (network-to-network), If the remote peer is a network, select Subnet.

IPSec Phase 1(IKE)

IKE Mode IMain W

Local ID Type | Default (Local WAN IP) v| IDContent

Remote ID Type | Default (Remate Gateway IP) + | IDContent

Pre-Shared Key ® Text ) Hexadecimal
|

IKE Proposal Encryption Algorithm DES 4 Authentication Algorithm
Diffie-Hellman Group [MODP1024(DH2) |

IKE Mode: IKE, Internet Key Exchange, is the mechanism to negotiate and exchange parameters
and keys between IPSec peers to establish Security Associations(SA). Select Main or Aggressive
mode.

Local ID Type and Remote ID Type: When the mode of IKE is aggressive, Local and Remote peers
can be identified by other IDs.

IDContent: Enter IDContent the name you want to identify when the Local and Remote Type are
Domain Name; Enter IDContent IP address you want to identify when the Local and Remote Type are
IP addresses (IPv4 and IPv6 supported).

Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy and
authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can be
passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

IKE Proposal

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are several
options: DES, 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but increase
latency.

4 DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

4 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

4 AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Authentication Algorithm: Authentication establishes the integrity of the datagram and ensures it is
not tampered with in transmission. There are 3 options: MD5(Message Digest 5) and SHAL,
SHA256(Secure Hash Algorithm). SHAL is more resistant to brute-force attacks than MD5. However,
it is slower.

4 MD5:Aoneeway hashing algorithm that produces a 1
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4 SHAl: Aoneeway hashing algorithm that produces a

Diffle-Hellman Group: It is a public-key cryptography protocol that allows two parties to establish a
shared secret over an unsecured communication channel (i.e. over the Internet). MODP stands for
Modular Exponentiation Groups.

IPSec Phase 2(IPSec)

IPSec Proposal @ ESP ) AH
Encryption Algorithm DES w Authentication Algorithm
Perfect Forward Secrecy [ None v |

IPSec Proposal: Select the IPSec security method. There are two methods of verifying the
authentication information, AH(Authentication Header) and ESP(Encapsulating Security Payload).
Use ESP for greater security so that data will be encrypted and the data origin be authenticated but
using AH data origin will only be authenticated but not encrypted.

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are several
options: DES and AES (128, 192 and 256). 3DES and AES are more powerful but increase latency.

4 DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

4 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

4 AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Authentication Algorithm: Authentication establishes the integrity of the datagram and ensures it is
not tampered with in transmission. There are 3 options: MD5(Message Digest 5) and SHAL,
SHA256(Secure Hash Algorithm). SHA1 is more resistant to brute-force attacks than MD5. However,
it is slower.

4 MDS5: A one-way hashing algorithmthat produces a 12871 bit hash.
4 SHAl: Aoneeway hashing algorithm that produces a

Perfect Forward Secrecy: Itis a public-key cryptography protocol that allows two parties to establish
a shared secret over an unsecured communication channel (i.e. over the Internet). MODP stands for
Modular Exponentiation Groups.

IPSec SA Lifetime
SA Lifetime Phase 1 (IKE) min(s} Phase 2 (IPSec) (60 |min(s)

SA Lifetime: Specify the number of minutes that a SA (Security Association) will stay active before
new encryption and authentication key will be exchanged. There are two kinds of SAs, IKE and IPSec.
IKE negotiates and establishes SA on behalf of IPSec, an IKE SA is used by IKE.

4 Phase 1 (IKE): To issue an initial connection request for a new VPN tunnel. The range can be
from 5 to 15,000 minutes, and the default is 480 minutes.

4 Phase 2 (IPSec): To negotiate and establish secure authentication. The range can be from 5 to
15,000 minutes, and the default is 60 minutes. A short SA time increases security by forcing the
two parties to update the keys. However, every time the VPN tunnel re-negotiates, access
through the tunnel will be temporarily disconnected.

IPSec Conneciton Keep Alvie
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Keepalive PING to the IP(D.0.0.0:NEVER) | 0.0.0.0 Interval (10 [seconds
Disconnection Time after No Traffic (180 seconds (180 at least)
Reconnection Time (3 mins) (3 at least)

Keep Alive:

4 None: The default setting is None. To this mode, it will not detect the remote IPSec peer has
been lost or not. It only follows the policy of Disconnection time after no traffic, which the remote
IPSec will be disconnected after the time you set in this function.

4 PING: This mode will detect the remote IPSec peer has lost or not by pinging specify IP
address.

4 DPD: Dead peer detection (DPD) is a keeping alive mechanism that enables the router to be
detected lively when the connection between the router and a remote IPSec peer has lost.
Please be noted, it must be enabled on the both sites.

PING to the IP: It is able to IP Ping the remote PC with the specified IP address and alert when the
connection fails. Once alter message is received, Router will drop this tunnel connection. Reestablish
of this connection is required. Default setting is 0.0.0.0 which disables the function

Interval: This sets the time interval between Pings to the IP function to monitor the connection status.
Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 second, O second
disables the function.

Disconnection Time after No Traffic: It is the NO Response time clock. When no traffic stage time is
beyond the Disconnection time set, Router will automatically halt the tunnel connection and
re-establish it base on the Reconnection Time set. 180 seconds is minimum time interval for this
function.

Reconnection Time: It is the reconnecting time interval after NO TRAFFIC is initiated. 3 minutes is
minimum time interval for this function.

Click SAVE to submit the settings.
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Example: How to establish an IPSec Tunnel
1. LAN-to-LAN connection

Two VPN router want to setup a secure IPSec VPN tunnel

Note: The IPSec Settings shall be consistent between the two routers.

Branch Office

Public IP
192.168.0.254  69.121.1.30

Router

Encryption Data
IPsec

0d

VPN Connection

Public IP
69.121.1.3 192.168.1.254

Router

IPsec

192.168.0.0/24 |Psec - LAN to LAN
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Head Office Side:

Item Description

Connection Name H-to-B Name for IPSec tunnel

Remote Secure Gateway 69.121.1.30 IP address of the Branch office gateway
Access Netork

Local Access Range Subnet Head Office network

Local Netwrok IP Address 192.168.1.0

Local Netwrok Netmask 255.255.255.0

Remote Access Range Subnet Branch office network

Remote Netwrok IP Address 192.168.0.0

Remote Netwrok Netmask

255.255.255.0

IPSec Proposal

IKE Mode Main
Pre-Shared Key 1234567890
Phase 1 Encryption AES-128
Phase 1 Authentication SHA1

Phase 1 Diffie-Hellman Group

MODP 1024(group?2)

Phase 2 Proposal

ESP

Phase 2 Authentication

SHAl

Phase 2 Encryption

3DES

Prefer Forward Security

MODP 1024(group?2)

Security Plan

vIPSec
Connection Name H-to-B
Active ® Yes No
Interface Auto v
Remote Gateway IP 69.121.1.30 (0.0.0.0 means any)
Local Access Range Subnet v Local IP Address 192.168.1.0 IP Subnetmask 255.255.255.0
Remote Access Range Subnet v Remote IP Address 182.168.00 IP Subnetmask 255.255.255.0
IKE Mode Main v Pre-Shared Key 1234567880
Local ID Type Default¥an IP v IDContent X
Remote ID Type Default¥an IP v IDContent =
Encryption Algorithm AES-128 v Authentication Algorithm SHA1 v Diffie-Hellman Group | MODP1024(DH2) ¥
IPSec Proposal ®* ESP AH
Authentication Algarithm SHA1 v Encryption Algorithm | 3DES v

Perfect Forward Secrecy MODP1024{DHZ) ¥

Phase 1 (IKE)SA Lifetime 480 minis) Phase 2 {IPSec) 60 minis)

Keepalive None ¥ PING to the IP{0.0.0.0:NEVER) 0.0.00 Interval 10 seconds **

Disconnection Time after No Traffic  [180 seconds {180 at least)
Reconnection Time 3 min(s) (3 at least)
Note *: FQDN with @ as first character means don't resolve domain name.

Mote ** : {0-3600, 0 means NEVER)

Save || Back
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Branch Office Side:

Item Description

Connection Name B-to-H Name for IPSec tunnel

Remote Secure Gateway 69.121.1.3 IP address of the Branch office gateway
Access Netork

Local Access Range Subnet Head Office network

Local Netwrok IP Address 192.168.0.0

Local Netwrok Netmask 255.255.255.0

Remote Access Range Subnet Branch office network

Remote Netwrok IP Address 192.168.1.0

Remote Netwrok Netmask

255.255.255.0

IPSec Proposal

IKE Mode Main
Pre-Shared Key 1234567890
Phase 1 Encryption AES-128
Phase 1 Authentication SHA1

Phase 1 Diffie-Hellman Group

MODP 1024(group?2)

Phase 2 Proposal

ESP

Phase 2 Authentication

SHAl

Phase 2 Encryption

3DES

Prefer Forward Security

MODP 1024(group?2)

Security Plan

viPSec
Connection Name B-to-H
Active ® Yes No
Intetface Auto v
Remote Gateway IP 69.121.1.3 (0.0.0.0 means any)
Local Access Range Subnet v Local IP Address 192.168.0.0 IP Subnetmask
Remote Access Range Subnet v Remote IP Address 192.168.1.0 IP Suhnetmask
IKE Mode Main v Pre-Shared Key 1234567890
Local ID Type DefaultWan IP v IDContent X
Remote ID Type Default Wan IP v |DContent *
Encryption Algorithm AES-128 v Authentication Algarithm SHA1 v
IPSec Proposal ® ESP AH
Authentication Algorithm SHA1 v Encryption Algorithm | 3DES v
Perfect Forward Secrecy MODP1024(DH2) ¥
Phase 1 (IKE)SA Lifetime 480 minis)  Phase 2 (IPSec) 60 minis)
Keepalive MNone ¥ PING to the IP(0.0.0.0:NEVER) 0.0.00 Interval

Disconnection Time after No Traffic 180

Reconnection Time 3 min(s) (3

seconds {180 at least)

atleast)

Note *: FQDN with @ as first character means don't resolve domain name.

Mote ** : (0-3600, 0 means NEVER)

Save Back
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2. Host to LAN
Router servers as VPN server, and host should install the IPSec client to connect to head office
through IPSec VPN.

Office LAN

Public IP Public IP
69.121.1.30 69.1211.3 192.168.1.254

Remote Worker Router

Encryption Data
IPsec IPsec

VPN Connection

0 dd

IPsec - Host to LAN LE2MREN O
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Head Office Side:

ltem Description

Connection Name H-to-H Name for IPSec tunnel

Remote Secure Gateway 69.121.1.30 IP address of the Branch office gateway
Access Netork

Local Access Range Subnet Head Office network

Local Netwrok IP Address 192.168.1.0

Local Netwrok Netmask 255.255.255.0

Remote Access Range Signal IP Host

Remote Netwrok IP Address 69.121.1.30

Remote Netwrok Netmask

255.255.255.255

IPSec Proposal

IKE Mode Main
Pre-Shared Key 1234567890
Phase 1 Encryption AES-128
Phase 1 Authentication SHA1

Phase 1 Diffie-Hellman Group

MODP 1024(group?2)

Phase 2 Proposal

ESP

Phase 2 Authentication

SHA1

Phase 2 Encryption

3DES

Prefer Forward Security

MODP 1024(group?2)

Security Plan

viPSec
Connection Name H-to-H
Active ® Yeg No
Interface Auto v
Remote Gateway IP 69.121.1.30 (0.0.0.0 means any)
Local Access Range Subnet v Local IP Address 182.168.1.0 IP Subnetmask 255.255.255.0
Remote Access Range Single IP ¥ Remote IP Address 69.121.1.30 IP Subnetmask 255.255.255.255
IKE Mode Main v Pre-Shared Key 1234567880
Local ID Type Default¥Wan IP v IDContent x;
Remote ID Type Default Wan IP v IDContent 2
Encryption Algorithm AES-128 ¥ Authentication Algorithm SHA1 v Diffie-Hellman Group | MODP1024(DH2) ¥
IPSec Proposal ® ESP AH
Authentication Algorithm SHA1 v Encryption Algarithm | 3DES v
Perfect Forward Secrecy MODP1024(DHZ) ¥
Phase 1 (IKE)SA Lifetime 480 min(s) Phase 2 (IPSec) 60 min(s)
Keepalive MNone ¥ PING ta the IP{0.0.0.0:NEVER) 0.0.00 Interval 10 seconds **

Disconnection Time after No Traffic 180

Recaonnection Time 3

seconds (180 at least)

min(s) (3 at least)

Note *: FQDN with @ as first character means don't resolve domain name.

Note **; (0-3600, 0 means NEVER)

Save Back
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PPTP Server

The Point-to-Point Tunneling Protocol (PPTP) is a Layer2 tunneling protocol for implementing virtual
private networks through IP network.

In the Microsoft implementation, the tunneled PPP traffic can be authenticated with PAP, CHAP, and
Microsoft CHAP V1/V2 . The PPP payload is encrypted using Microsoft Point-to-Point Encryption
(MPPE) when using MSCHAPV1/v2.

Note: Total of 4 sessions can be created for PPTP server.

T PPTP Server

PPTF Server O Actived ® Deactived
Authentication Type Chap/Pap w

Encryption Key Length Auto L

Encryption Mode Allow Stateless and Statefull w
CCP ®ves O No

MS-DNS 192.168.1.254

Rule Index

Connection Name | |

Active CYes @ No

Username | |

Password | |

Frivate IP Address assigned to Dial-in | |
User

Remote Network |P Address

Remote Network Netmask
| Save || Delete |

PPTP Server Listing
Index Connection Mame Active Username Connection Type Assigned IP Address

PPTP Server: Select Actived to activate PPTP Server. Deactived to deactivate PPTP Server.

Authentication Type: The authentication type, Chap/Pap, Pap, Chap or MS-CHAPv2 Encryption.
When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before
sending, and also allows for challenges at different periods to ensure that an intruder has not replaced
the client. When passed the authentication with MS-CHAPV2, the MPPE encryption is supported.

Encryption Ley Length: Available when using MS-CHAPVv2 authentication mode. The data can be
encrypted by MPPE algorithm with 40 bits or 128 bits. Default is Auto, it is negotiated when
establishing a connection. 128 bit keys provide stronger encryption than 40 bit keys.

Encryption Mode: Select the encryption mode, Allow stateless and statefull or only stateless. The
key will be changed every packet when you select Stateless mode.

CCP: Choose whether to enbale CCP(Compression Control Protocol) which is used for establishing
and configuring data compression algorithms on both ends of the point-to-point link.

MS-DNS: Directly set the IP of DNS server or let the 192.168.1.254(the router by default) be the
MS-DNS server.

Rule Index: The Index to mark the session.
Connection Name: User-defined name for the PPTP connection.

Active: Select Yes to activate the account. PPTP server is waiting for the client to connect to this
account.

138


http://en.wikipedia.org/wiki/Password_authentication_protocol
http://en.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
http://en.wikipedia.org/wiki/MS-CHAP
http://en.wikipedia.org/wiki/MS-CHAP
http://en.wikipedia.org/wiki/Microsoft_Point-to-Point_Encryption

Username: Please input the username for this account.
Password: Please input the password for this account.

Private IP Address Assigned to Dial-in User: Specify the private IP address to be assigned to dialin
clients, and the IP should be in the same subnet as local LAN, but not occupied.

Connection Type
Connection Type

Remote Network |P Address

Remote Network Netmask

Connection Type LAN to LAN L

Remote Network |P Address

Remote Network Netmask

Connection Type:

4 Remote Access: For single user.

4 LAN to LAN: For remote gateway.
Remote Network IP Address: Please input the subnet IP for remote network.
Remote Network Netmask: Please input the Netmask for remote network.

Click Save button to save your changes.
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PPTP Client

PPTP client can help you dial the PPTP server to establish PPTP tunnel over Internet.
Note: Total of 4 sessions can be created for PPTP client.

T PPTP Client

Rule Index

Connection Name | |
Active Oves @ No
Interface
Server |P Address | |
Authentication Type
Encryption Key Length Alto w

Encryption Mode Allow Stateless or Statefull w
CCP ®ves ONo
Username | |
FPassword | |
Connection Type
Remote Network |P Address

Remote Network Metmask

Fixed IP ("] Enanle

Active as Default Route ] Enable

DMZ (] Enable

Virtual Server [l Enabla

[save | (Do

PPTP Client Listing

Index Connection Mame Active Usermame Connection Type Server |IP Address

Rule Index: The Index to mark the session.
Connection Name: User-defined name for the PPTP connection.

Active: Select Yes to activate the account. PPTP server is waiting for the client to connect to this
account.

Interface: Select the used interface for the PPTP connection, when you select the interface, the PPTP
tunnel would via this interface to connect to the remote peer.

Server IP Address: Enter the WAN IP address of the PPTP server.

Authentication Type: The authentication type, Pap or Chap, and MPPE 128bit Encryption. When
using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending,
and also allows for challenges at different periods to ensure that an intruder has not replaced the client.
When passed the authentication with MS-CHAPv2, the MPPE encryption is supported.

Encryption Key Length: Available when using MS-CHAPV2 authentication mode. The data can be
encrypted by MPPE algorithm with 40 bits or 128 bits. Default is Auto, it is negotiated when
establishing a connection. 128 bit keys provide stronger encryption than 40 bit keys.

Encryption Mode: Select the encryption mode, Allow stateless and statefull or only stateless. The
key will be changed every packet when you select Stateless mode.

CCP: Choose whether to enbale CCP(Compression Control Protocol) which is used for establishing
and configuring data compression algorithms on both ends of the point-to-point link.
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Username: Please input the username for this account.

Password: Please input the password for this account.

Connection Type
Connection Type

Remote Network |P Address

Remote Network Metmask

Connection Type LAN to LAN L

Remote Network |P Address

Remote Network Netmask

Connection Type:

4 Remote Access: For single user.

4 LAN to LAN: For remote gateway.
Remote Network IP Address: Please input the subnet IP for remote network if the conneciton type is
LAN to LAN.
Remote Network Netmask: Please input the Netmask for remote network if the conneciton type is
LAN to LAN.

Fixed IP

Fixed IP Enable
Reguest IP Address | |

Request IP Address: Fill in the assigned fixed IP for this PPTP client.

Active as Default Route

Active as Default Route Enable

Active as Default Route: Check to select the tunnel as the default route for traffic. If selected, all
outgoing traffic will be forwarded to this tunnel and routed to the next hop.

DMZ

DMz Enatle
DMZ IP Address | |

DMZ: The PPTP tunnel peer network to access the LAN services via the PPTP tunnel local IP.
DMZ IP Address: Give a static local IP address to the DMZ Host.

Virtual Server:
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Virtual Server Enable

Local IP Address

\irtual Server Index
Protocal TCP w
Start Port Number ]
End Port Number \:I

|

Virtual Server: The PPTP tunnel peer network accessing the service via the PPTP interface IP will be
redirected to this specified local servers.

Protocol: Choose the application protocol.

Start / End Port Number: Enter a port or port range you want to forward. The starting greater than
zero (0) and the ending port must be the same or larger than the starting port.

Local IP Address: Enter your local server IP address in this field.

Click Save button to save your changes.
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Example: PPTP LAN-to-LAN connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private
networks over the Internet. The routers are installed in the head office and branch offices

accordingly.
Note: Both office LAN networks must be in different subnets with the LAN-LAN application.

Branch Office Head Office

— Public IP —
l 192.168.0.254 69.121.1.33 192.168.1.254 l
- | L 5

[ == smssma] | m=  smnsms]
3 l Router Router : l
Encryption Data
E PPTP Client <> PP TP Server E
VPN Connection

192.168.0.0/24 PPTP - LAN to LAN 192.168.1.0/24
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Configuring PPTP server in the head office

The IP address 192.168.1.2 will be assigned to the router located in the branch office. Please make
sure this IP is not used in the head office LAN.

Item Description

Connection Name HS-LL Give a name of PPTP conneciton
Authentication Type MPPE 128bit Authentication type

Username test Dial in authenticate user name
Passwrod test Dial in authenticate user password
Conneciton Type LAN to LAN LAN to LAN for dial in

Assigned IP 192.168.1.2 An IP assigned to the dial in client
Remote Network IP 192.168.0.0 Remote access network

Remote Network Netmask 255.255.255.0

Y PPTP Server
PPTP Server
Authentication Type
MS-DNS

Rule Index
Connection Name
Active

Username
Password

Connection Type

Private IP Address assigned to Dial-in
User

Remaote Netwark IP Address
Remote Network Netmask

Save || Delete

PPTP Server Listing
Index Connection Mame

HS-LL

® Actived Deactived
MPPFE 128bit Encryption v
192.168.1.254

i

HS-LL

® Yes No

test

LAN to LAN v
192.168.1.2
192.168.0.0

2552552550

Active Username
Yes fest

Connection Type
Lanto Lan
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Configuring PPTP client in the branch office
The IP address 69.121.1.33 is the public IP address of the router located in head office.

Item Description

Connection Name BC-LL Give a name of PPTP conneciton
Authentication Type MPPE 128bit Authentication type

Username test Dial in authenticate user name
Passwrod test Dial in authenticate user password
Conneciton Type LAN to LAN LAN to LAN for dial in

Server IP 69.121.1.33 Dialed server IP

Remote Network IP 192.168.1.0 Remote access network

Remote Network Netmask 255.255.255.0

*PPTP Client

Rule Index i

Connection Name

Active

Authentication Type

Username

Password

Connection Type

Server IP Address

Remote Network IP Address

Remote Network Netmask
Save || Delete

PPTP Client Listing
Index Connection Name

BC-LL

BC-LL
* Yas No
MPPE 128bit Encryption v

test

LAN to LAN v
69.121.1.33
192.168.1.0

2552552550

Active Username Connection Type

Yes fest Lanto Lan
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Example: PPTP Remote Access Dial-in connection
A remote worker establishes a PPTP VPN connection with the head office using Microsoft's VPN
Adapter. The router is installed in the head office, connected to a couple of PCs and Servers.

Office LAN

Public IP
61.56.158.112 192.168.1.254

O & .

Remote Worker Router

Encryption Data

PPTP Client <> PPTP Server

VPN Connection

0 dd

PPTP - Remote Access (Dial-in) 192168..0/24
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Configuring PPTP server(dial-in) in the office

The input IP address 192.168.1.2 will be assigned to the remote worker. Please make sure this IP is
not used in the office LAN.

Item Description

Connection Name HS-RA Give a name of PPTP conneciton
Authentication Type MPPE 128bit Authentication type

Username test Dial in authenticate user name
Passwrod test Dial in authenticate user password
Conneciton Type Remote Access Remote access for dial in
Assigned IP 192.168.1.2 An IP assigned to the dial in client

*PPTP Server

FPTF Server *® Actived ) Deactived
Authentication Type MPPFE 128bit Encryption v
MS-DNS 192.168.1.254
Rule Index 1
Connection Name HS-RA
Active ® Yag No
Username test
Password
Connection Type Remote Access v
Erﬁi;?te IP Address assigned to Dial-in 192 16812
Remote Network IP Address
Remote Network Netmask
Save || Delete
PPTP Server Listing
Index Connection Name Active Username Connection Type Assigned IP Address
HS-RA Yes test Remote Access 192.168.1.2
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Example: PPTP Remote Access Dial-out connection

A company® office establishes a PPTP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN

Public IP —
61.121.1.33 192.168.1.254 l
| -

CEETTITTE
Server Router = l
Encryption Data
PPTP Server <> PPTP Client E
VPN Connection

PPTP - Remote Access (Dial-out) 192168..0/24
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Configuring PPTP client(dial-out) in the office

The IP address 61.121.1.33 is the public IP address of the router located in head office.

Item Description

Connection Name HC-RA Give a name of PPTP conneciton
Authentication Type MPPE 128bit Authentication type

Username test Dial in authenticate user name
Passwrod test Dial in authenticate user password
Conneciton Type Remote Access Remote access for dial out

Server IP 61.121.1.33 Dialed server IP

¥ PPTP Client

Rule Index 1

Connection Name

Active

Authentication Type
Username

Password

Connection Type

Server IP Address

Remote Network IP Address

Remote Network Netmask
Save || Delete

PPTP Client Listing
Index Connection Name

HC-RA

HC-RA

* Yas No
MPPE 128bit Encryption v

test

Remote Access v

51121133

Active Username Connection Type

Yes fest Remote Access
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L2TP

L2TP, Layer 2 Tunneling Protocol is a tunneling protocol used to support virtual private networks
(VPNSs). It does not provide any encryption or confidentiality by itself; it relies on an encryption protocol
that it passes within the tunnel to provide.

Note: Total of 8 sessions can be created for L2TP.

T LZTP

Rule Index

Connection Name |

Active ® ves C)No

Connection Mode

Interface Auto W

Authentication Type Chap/Fap w

Username |
FPassword |

Private IP Address assigned to Dial-in
User

Connection Type Femote Access w

Tunnel Authentication ] Enable

Secret Password

Local Host Name

Remote Host WMame

Active as Default Route Enable

IPSec |:| Enable

| Save || Delste |

L2TP Listing

Index  Connection Name Active Connection Mode Connection Type
Connection Mode

Interface

Server |P Address | |

Authentication Type

Username | |
Password | |
Connection Type

Fixed IP () Enatle

Tunnel Authentication ] Enatle

Secret Password

Local Host Name

Remote Host Name

Active as Default Route ] Enatle
IPSec [ Enable
DMZ (] Enable
Virtual Server [ Enable
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Common Options
Rule Index

Connection Name | |

Active ®ves O No
Rule Index: The Index to mark the session.

Connection Name: User-defined name for the connection.
Active: To enable or disable the tunnel.

Conneciton Mode - Dial In

Connection Mode
Interface Auto w
Authentication Type Chap/Fap »

Username

Password

Frivate IP Address assigned to Dial-in
User

Connection Mode: Select Dial In to operate as a L2TP server.

Interface: Select the used interface for the L2TP connection. Only can be specified when dial out, it is
Auto if dial in.

Authentication Type: Default is Chap/Pap(CHAP, Challenge Handshake Authentication Protocol.
PAP, Password Authentication Protocol.) if you want the router to determine the authentication type to
use, or else manually specify PAP if you know which type the server is using (when acting as a client),
or else the authentication type you want clients connecting to you to use (when acting as a server).

Username: Please input the username for this account.
Password: Please input the password for this account.

Private IP Address Assigned to Dial-in User: The private IP to be assigned to dialin user by L2TP
server. The IP should be in the same subnet as local LAN, and should not be occupied.

Conneciton Type (Connection Mode: Dial In)

Conneston Type
Conneston Type

Remote Network |P Address

Remote Network Netmask

Connection Type:
4 Remote Access: For single user.
4 LAN to LAN: For remote gateway.
Remote Network IP Address: Please input the subnet IP for remote network.
Remote Network Netmask: Please input the Netmask for remote network.

Conneciton Mode - Dial Out
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Connection Made

Interface
Server |P Address | |
Authentication Type Chap/Fap w

Connection Mode: Choose Dial Out if you want your router to operate as a client (connecting to a
remote L2TP Server, e.g, your office server).

Username

Password

Interface: Select the used interface for the L2TP dial out connection, when you select the interface,
the L2TP tunnel would via this interface to connect to the remote peer.

Server IP Address: Enter the IP address of your VPN Server.

Authentication Type: Default is Chap/Pap(CHAP, Challenge Handshake Authentication Protocol.
PAP, Password Authentication Protocol.) if you want the router to determine the authentication type to
use, or else manually specify PAP if you know which type the server is using (when acting as a client),
or else the authentication type you want clients connecting to you to use (when acting as a server).

Username: Please input the username for this account.
Password: Please input the password for this account.

Conneciton Type (Connection Mode: Dial Out)

Connection Type
Fixed IP | Enable
Connection Type

Remote Network |P Address

Remote Network Metmask

Fixed IP Enable

Request IP Address

Connection Type:
4 Remote Access: For single user.
4 LAN to LAN: For remote gateway.
Remote Network IP Address: Please input the subnet IP for remote network.
Remote Network Netmask: Please input the Netmask for remote network.
Fixed IP: Required L2TP server to assign a fixed IP address for this L2TP tunnel, which can only be
set when connection mode is dial out.
Request IP Address: Fill in the assigned fixed IP for this L2TP dial out tunnel.

Tunel Authentication

Tunnel Authentication ] Enatle

Secret Password | |

Local Host Name | |

Remote Host Name | |

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host.
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This is only valid when L2TP remote supports this feature.

Secret Password: The secure password length should be 16 characters which may include numbers
and characters.

Local Host Name: Enter hostname of Local VPN device that is connected / establishes a VPN tunnel.

Remote Host Name: Enter hostname of remote VPN device. It is a tunnel identifier from the Remote
VPN device matches with the Remote hostname provided. If remote hostname matches, tunnel will be
connected; otherwise, it will be dropped.

Active as Default Route (Connection Mode: Dial Out)

Active as Default Route Enable

Active as Default Route: Enabled to let the tunnel to be the default route for traffic, under this
circumstance, all packets will be forwarded to this tunnel and routed to the next hop. It can only be set
when the connection mode is Dial Out.

L2TP over IPSec

IPSec Enable

IKE Maode Main v

IKE(IPSec) Local ID | Default {Lacal WAN IP) v|
IKE(IPSec) Remote 1D | Default (Remaie IP) |

IKE(IPSec) Pre-Shared Key | |

IPSec: This enables L2TP tunnel over IPSec

IKE Mode: IKE, Internet Key Exchange, is the mechanism to negotiate and exchange parameters
and keys between IPSec peers to establish Security Associations(SA). Select Main or Aggressive
mode.

IKE Local ID Type and Remote ID Type: When the mode of IKE is aggressive, Local and Remote
peers can be identified by other IDs.

IKE Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy and
authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can be
passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

DMZ (Connection Mode: Dial Out)

DMZ Enable
DMZ IP Address | |

DMZ: The L2TP tunnel peer network to access the LAN services via the L2TP interface IP. It can only
be set when the LT2P connection mode is dial out.

DMZ IP Address: Give a static local IP address to the DMZ Host.

Virtual Server (Connection Mode: Dial Out)
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Virtual Server Enable

Virtual Server Index
Protocal
Start Port Number [ ]
End Port Number :

Local IP Address

Virtual Serer: The L2TP tunnel peer network accessing the service via the L2TP interface IP will be
redirected to this specified local servers. It can only be set when the L2TP connection mode is dial out.

Protocol: Choose the application protocol.

Start / End Port Number: Enter a port or port range you want to forward. The starting greater than
zero (0) and the ending port must be the same or larger than the starting port.

Local IP Address: Enter your local server IP address in this field.
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Example: L2TP LAN-to-LAN connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch office accordingly.

Note: Both office LAN networks must be in different subnets with the LAN-LAN application.

Branch Office Head Office

— Public IP —
' 192.168.0.254 69.121.1.33 192.168.1.254 I
- L | 5
[ = smunms] | m=  smnsms]
3 l Router Router : l
Encryption Data
.EI. L2TP Client < > L2TP Server .E
VPN Connection

192.168.0.0/24 L2TP - LAN to LAN 192.168.1.0/24
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Configuring L2TP Dial-in in the head office

The IP address 192.168.1.200 will be assigned to the router located in the branch office. Please make
sure this IP is not used in the head office LAN.

Item Description

Connection Name HS-LL Give a name of L2TP conneciton

Connection Mode Dial in Operate as L2TP server

Authentication Type Chap/Pap Authentication type

Username Test Dial in authenticate user name

Passwrod Test Dial in authenticate user password

Assigned IP 192.168.1.200 An IP assigned to the dial in client

Conneciton Type LAN to LAN LAN to LAN for dial in

Remote Network IP 192.168.0.0

Remote access network

Remote Network Netmask 255.255.255.0

T L2TP

Rule Index R
Connection Name HS-LL

Active ® Yag Na
Connection Mode Dialin
Authentication Type Chap/Pap r
Username test

Password

Private IP Address assigned to Dial-in

ilsee 192.168.1.200

Connection Type LantoLan r
Remote Network IP Address 182.165.00
Remote Network Netmask 255.255.255.0
Tunnel Authentication Enable

Secret Password

Local Host Name

Remote Host Name

Active as Default Route Enable

IPSec Enable

Save || Delete

L2TP Listing
Index Connection Name Active Connection Mode Connection Type
HS-LL Yes Dial in Lanto Lan
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Configuring L2TP Dial-out in the branch office
The IP address 69.1.121.33 is the Public IP address of the router located in head office.

Item Description

Connection Name BC-LL Give a name of L2TP conneciton
Connection Mode Dial out Operate as L2TP client

Server IP 69.121.1.33 Dialed server IP

Authentication Type Chap/Pap Authentication type

Username test Dial in authenticate user name
Passwrod test Dial in authenticate user password
Conneciton Type LAN to LAN LAN to LAN for dial out

Remote Network IP 192.168.1.0 Remote access network

Remote Network Netmask 255.255.255.0

TL2TP

Rule Index

Connection Name

Active

Connection Mode
Server IP Address
Authentication Type
Username

Password

Connection Type

Remote Network IP Address
Remote Network Netmask
Tunnel Authentication
Secret Password

Local Host Name

Remote Host Name
Active as Default Route

IPSec

Save || Delete

L2TP Listing
Index Connection Mame
BC-LL

v
BC-LL

* Yes No
Dial out
§9.121.1.33
Chap/Fap v

test

LantoLan v
18216810

255.255.255.0

Enable

Enable

Enable
Active Connection Mode
Yes Dial out
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Example: L2TP Remote Access Dial-in connection

A remote worker establishes a L2TP VPN connection with the head office using Microsoft's VPN
Adapter. The router is installed in the head office, connected to a couple of PCs and Servers.

Office LAN

Public IP
61.56.158.112 192.168.1.254

(= |

Remote Worker Router

Encryption Data
L2TP Client <) |2TP Server

VPN Connection

0 dd

L2TP - Remote Access (Dial-in) 192:168.1.0/24
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Configuring L2TP VPN Dial-in in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure this IP is
not used in the Office LAN.

Item Description

Connection Name HS-RA Give a name of L2TP conneciton
Connection Mode Dial in Operate as L2TP server
Authentication Type Chap/Pap Authentication type

Username test Dial in authenticate user name
Passwrod test Dial in authenticate user password
Assigned IP 192.168.1.200 An IP assigned to the dial in client
Conneciton Type Remote Access Remote access for dial in

T L2TP

Rule Index v

Connection Name
Active

Connection Mode
Authentication Type
Username

Password

Private IP Address assigned to Dial-in

User
Connection Type

Tunnel Authentication
Secret Password

Local Host Name
Remote Host Name
Active as Default Route

IPSec

Save || Delete

L2TP Listing
Index Connection Mame
HS-RA

H3-RA

* Yas No
Dialin
Chap/Fap v

test

192.168.1.200

Remote Access v

Enable

Enable

Enable
Active Connection Mode
Yes Dial in
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Example: L2TP Remote Access Dial-out connection

A company& office establishes a L2TP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN

Public IP —
61.121.1.33 192.168.1.254 l
| -
CEETTITTE
Server Router = l
Encryption Data
L2TP Server <) L2TP Client E
VPN Connection

L2TP - Remote Access (Dial-out) 192168.1.0/24
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Configuring L2TP VPN Dial-out in the office

Item Description

Connection Name HC-RA Give a name of L2TP conneciton
Connection Mode Dial out Operate as L2TP client

Server IP 61.121.1.33 Dialed server IP

Authentication Type Chap/Pap Authentication type

Username test Dial out authenticate user name
Passwrod test Dial out authenticate user password
Conneciton Type Remote Access Remote access for dial out

T L2TP

Rule Index
Connection Name
Active

Connection Mode
Server IP Address
Authentication Type
Username

Password
Connection Type
Tunnel Authentication
Secret Password
Local Host Name
Remote Host Name
Active as Default Route

IPSec

Save || Delete

L2TP Listing
Index Connection Name
1 HC-RA

v
HC-RA

® Yes ' No
Dial out v
69.121.1.33
Chap/Pap r
61.121.1.33

Remote Access »

Enable

Enable

Enable
Active Connection Mode
Yes Dial out
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GRE Tunnel

Generic Routing Encapsulation (GRE) is a tunneling protocol that can encapsulate a wide variety of
network layer protocol packets inside virtual point-to-point links over an IP network.

Note: up to 8 GRE tunnels can be created.

T GRE

Rule Index

Connection Name | |
Active Civas @ Np

Tunnel Type [ TUN(IP over GRE) ~|
Interface
Remote Gateway IP [0.0.0.0

Tunnel Local IP Address (WVirtual Interface) |IJ.IJ.IJ.IJ

Tunnel Remote IP Address (\Virtual Interface) | 0.000

Remote Network |P Address ||:|,|:|,|:|,|:|

|
|
Tunnel Network Netmask (Virtual Interface) [0.0.0.0 |
|
|
|

Remote Network Netmask [0.0.0.0

Enable Keepalive ]

Keepalive Reiry Times 3

Keepalive Interval 5 Second(s)
Active as Default Route Cives @ Np

IPSec ([ Enable

| Save || Delete |

GRE Listing

Index Connection Mame Active Interface Remote Gateway IFP Remote Netwark

Common Options
Rule Index

Connection Name | |

Active Oves ®No

Rule Index: The Index to mark the session.

Connection Name: User-defined name for the connection.
Active: Select Yes to activate the GRE tunnel.

Tunnel Type

4 TUN (IP over GRE): The mode simulates a network layer device and operates in layer 3
carrying IP packets, used with routing on this mode..

4 TAP (Ethernet over GRE): The mode simulates a link layer device and operates in layer 2
carrying Ethernet frames.

Tunnel Type - TUN (IP over GRE)
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Tunnel Type [ TUN(IP over GRE) ~|

Interface 4G-LTE A4
Remote Gateway IP [0.0.0.0

Tunnel Local IP Address (WVirtual Interface) |IJ.IJ.IJ.IJ

Tunnel Network Netmask (Virtual Interface) ||:|,|:|,|:|,|:|

Tunnel Remote IP Address (\Virtual Interface) | 0.000

Remote Network |P Address ||:|,|:|,|:|,|:|

Remote Network Netmask [0.0.0.0

Enable Keepalive ]
Keepalive Reiry Times 3

Keepalive Interval 5 Second(s)

Interface: Select the exact WAN interface configured for the tunnel.
Remote Gateway: The remote GRE gateway IP.

Tunnel Local IP (Virtual Interface): Please set the source IP for the local tunnel. It is a virtual
interface for the tunnel.

Tunnel Network Netmask (Virtual Interface): Please set the netmask for the local tunnel.

Tunnel Remote IP Address (Virtual Interface): Set the peer IP address of the tunnel. It is a virtual
interface for the tunnel.

Remote Network IP Address: Please set the subnet IP for remote network.
Remote Network Netmask: Please set the Netmask for remote network.

Enable Keepalive: Normally, the tunnel interface is always up. Enable keepalive to determine when
the tunnel interface is to be closed. The local router sends keepalive packets to the peer router, if
keepalive response is not received from peer

r

i nterval 06, based on dwlfcanbe 30 sesoads) therogas routet will shuttup me

its tunnel interface.
Keepalive Retry Times: Set the keepalive retry times, default is 3.

Keepalive Interval: Set the keepalive Interval, unit in seconds. Default is 5 seconds.

Tunnel Type - TAP (Ethernet over GRE), Bridge Mode - Yes

Tunnel Type | TAP(Ethemnet over GRE) v |
Bridge Mode @®vas (I No

Interface
Remote Gateway |P [0.0.0.0 |

Interface: Select the exact WAN interface configured for the tunnel.
Remote Gateway: The remote GRE gateway IP.

Tunnel Type - TAP (Ethernet over GRE), Bridge Mode - No
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Tunnel Type | TAP(Ethemnet over GRE) v |

Bridge Mode Oivas @ o
Interface
Remote Gateway IP [0.0.0.0 |
Remote Network |P Address [0.0.0.0 |
Remote Netwark Netmask [0.0.0.0 |

Interface: Select the exact WAN interface configured for the tunnel.
Remote Gateway: The remote GRE gateway IP.

Remote Network IP Address: Please set the subnet IP for remote network.
Remote Network Netmask: Please set the Netmask for remote network.

GRE over IPSec

IPSec Enable

IKE Maode Main i

IKE(IPSec) Local ID | Default (Local WAN IP) v|
IKE(IPSec) Remote 1D | Default (Remats Gateway IP) v |

IKE(IPSec) Pre-Shared Key | |

IPSec: This enables GRE tunnel over IPSec

IKE Mode: IKE, Internet Key Exchange, is the mechanism to negotiate and exchange parameters
and keys between IPSec peers to establish security associations(SA). Select Main or Aggressive
mode.

IKE Local ID Type / Remote ID Type: When the mode of IKE is aggressive, Local and Remote
peers can be identified by other IDs.

IKE Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy and
authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can be
passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

Active as Default Route Cives @ No

Key: The option value for GRE, it is intended to be used for identifying an individual traffic flow within a
tunnel. If you do not know what value to fill in, please leave it blank.

Active as Default Route: Select if to set the GRE tunnel as the default route.
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Example: GRE VPN Connection

The branch office establishes a GRE VPN tunnel with head office to connect two private networks over
the Internet. The routers are installed in the head office and branch office accordingly.

Note: Both office LAN networks must be in different subnets with the GRE VPN connection.

Branch Office Head Office

— Public IP Public IP —

' 192.168.0.254 69.121.1.30 69.121.1.3 192.168.1.254 I
- | L 5
EEIIIIT EEEIIIITE
5 l Router Router : l
Virtual IP Encrypnon Bets Virtual IP
‘E 192.168.100.10 192.168.100.11 D
VPN Connection
192.168.0.0/24 GRE 192.168.1.0/24
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Configuring GRE connection in the head office

The IP address 69.1.121.30 is the Public IP address of the router located in branch office.

Item Description
Connection Name HS-LL Give a name of GRE conneciton
Remote Gateway IP 69.121.1.30 Authentication type

Tunnel Local IP Address

(Virtual Interface) 192.168.100.11

The local virtual interface IP address for
the tunnel.

Tunnel Remote IP Address

(Virtual Interface) 192.168.100.10

The remote virtual interface IP address for
the tunnel.

Tunnel Network Netmask

(Virtual Interface) 255.255.255.0

The network netmask for tunnel virtual
interface.

192.168.0.0/

Remote Network IP/ Netmask 255 255255 ()

The remote network subnet.

*GRE

Rule Index 1
Connection Name HS-LL

Active ® Yaog No
Interface AGILTE v
Remote Gateway IF G9.121.1.30

Tunnel Local IP Address (Virtual Interface) 192.168.100.11
Tunnel Metwark Netmask (Virtual Interface)  (255.255.255.0

Tunnel Remote IF Address (Virtual Interface) |192.168.100.10
Remote Network IP Address 192.168.0.0
Remote Network Netmask 2552552550

Enable Keepalive

Keepalive Retry Times 3

Keepalive Interval ] Second(s)
MTU 1460

Active as Default Route Yes ® No
IPSec Enable

Save || Delete

GRE Listing
Index  Connection Mame Active  Interface Remote Gateway IP
HS-LL fes 4G LTE 69.121.1.30
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Configuring GRE connection in the branch office

The IP address 69.1.121.3 is the Public IP address of the router located in head office.

Item Description
Connection Name BC-LL Give a name of GRE conneciton
Remote Gateway IP 69.121.1.3 Authentication type

Tunnel Local IP Address

(Virtual Interface) 192.168.100.10

The local virtual interface IP address for
the tunnel.

Tunnel Remote IP Address

(Virtual Interface) 192.168.100.11

The remote virtual interface IP address for
the tunnel.

Tunnel Network Netmask

(Virtual Interface) 255.255.255.0

The network netmask for tunnel virtual
interface.

192.168.1.0/

Remote Network IP/ Netmask 255 255255 0

The remote network subnet.

*GRE

Rule Index 1
Connection Name BC-LL

Active ® Yaog No
Interface AGILTE v
Remote Gateway IF G9.1211.3

Tunnel Local IP Address (Virtual Interface) 192.168.100.10
Tunnel Metwark Netmask (Virtual Interface)  (255.255.255.0

Tunnel Remote IF Address (Virtual Interface) |192.168.100.11
Remote Network IP Address 192.168.1.0
Remote Network Netmask 2552552550

Enable Keepalive

Keepalive Retry Times 3

Keepalive Interval ] Second(s)
MTU 1460

Active as Default Route Yes ® No
IPSec Enable

Save || Delete

GRE Listing
Index  Connection Mame Active  Interface Remote Gateway IP
BC-LL fes 4G LTE 69.1211.3
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OpenVPN

OpenVPN is an open source software application that implements virtual private network (VPN)
techniques for creating secure point-to-point or site-to-site connections in routed or bridged
configurations and remote access facilities. It uses a custom security protocol that utilizes SSL/TLS for
key exchange. OpenVPN can run over User Datagram Protocol (UDP) or Transmission Control
Protocol (TCP) transports, multiplexing created SSL tunnels on a single TCP/UDP port. Itis capable
of traversing network address translation (NAT) and firewalls.

OpenVPN allows peers to authenticate each other using a pre-shared secret key, certificates, or
username/password. Preshared secret key is the easiest, with certificate based being the most robust
and feature-rich. It uses the OpenSSL encryption library extensively, allowing OpenVPN to use all the
ciphers available in the OpenSSL package, as well as the SSLv3/TLSv1 protocol, and contains many
security and control features.

It has integrated with OpenVPN package, allowing users to run OpenVPN in server or client mode
from their network routers.
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OpenVPN Server

Set the basic parameters for an OpenVPN server.

¥ OpenVPN Server
Rule Index
Connection Name
Active

Tunnel Type

Local Service Port

Protocal

Tunnel Network {(Virtual interface)
IP Address

Local Access Range

IP Address

Certification

Local Certificate Index

Trusted CA Index

TLS-Cipher Default Security Level
TLS-Auth

Key Direction

TLS-Auth Key
Cryptographic Suite
Cipher

Hash

Compression
Tunnel Keepalive

Keepalive

| Save || Delete |

Common Options

Rule Index
Connection Name

Active

| Netmask |255.255255.0 |

| Netmask |255.255.255.0 |

OYes ®Np

o
<

| Default

Adaptive »

Enable

<

Yes @ Np

Interval seccnd[s] Timeout 120 second(s)

Rule Index: The index to identify the OpenVPN connection/rule.

Connection Name: user-defined name to mark the connection/rule.

Active: Select Yes to activate the rule.

Tunnel Type

4 TUN (IP over OpenVPN): The mode simulates a network layer device and operates in layer 3
carrying IP packets, used with routing on this mode..

4 TAP (Ethernet over OpenVPN): The mode simulates a link layer device and operates in layer
2 carrying Ethernet frames.

169



Tunnel Type - TUN (IP over OpenVPN)

Tunnel Type |TUN (IF aver OpenVFN) iV

Local Service Port 1194

Protocal

Tunnel Network {(Virtual interface)

IP Address | | Netmask |255.255255.0 |

Local Access Range
IP Address

| Netmask |255.255.255.0 |

Tunnel Type - TAP (Ethernet over OpenVPN)

Tunnel Type | TAP (Ethernet over OpenVPN) v |

Bridge Mode @®vas (I No

Local Service Port 1194

Protocol

Tunnel Network (Virtual interface)

IP Address MNetmask | 255.255.255.0

Local Access Range
IP Address Metmask 2552552550

Bridge Mode: Yes or No. Only when Tunnel Type is TAP(Ethernet over OpenVPN).
Local Service Port: Port 1194 is the official assigned port number for OpenVPN.

Protocol: OpenVPN can run over User Datagram Protocol (UDP) or Transmission Control Protocol
(TCP) transports. Select the protocol.

Tunnel Network (Virtual interface)

IP Address: Set the tunnel virtual subnet ID for OpenVPN server to assign IP address to tunnel
interface, usually user-given, but different from the local and remote network(and not used in your
Network Topology).

Netmask: Set the tunnel virtual subnet mask.
Local Access Range
IP Address: Set the local network address.

Netmask: Set the local subnet mask.

Certification

Certification

Local Certificate Index
Trusted CA Index
TLS-Cipher Default Security Level
TLS-Auth Oyes @ Np
Key Direction

TLS-Auth Key
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Local Certificate Index: Select the local certificate. Please Edit certificates in Maintenance >>
Certificate Management. OpenVPN mutually authenticate each other based on certificates and CA. If
not edited first, only Default(the embedded certificate) is listed.

Trusted CA Index: Select the trusted CA. Please Edit certificates in Maintenance >> Certificate
Management.

TLS-Cipher Default Security Level: Set Security Level of TLS-Cipher suite. Default, O or 1.

TLS-Auth: Enable TLS-Auth to more secure. When TLS-Auth is enabled, users have to set Key
Direction and TLS-Auth Key.

Key Direction: Direction parameter used TLS-Auth. Usually, O for OpenVPN Server, 1 for OpenVPN
Client.

TLS-Auth Key: Static key used in TLS-Auth, this key is given by OpenVPN service provider

Cryptographic Suite

Cryptographic Suite

Cipher | Default ~
Hash
Compression

Cipher: OpenVPN uses all the ciphers available in the OpenSSL package to encrypt both the data
and channels. Select the encryption method.

Hash: To establish the integrity of the datagram and ensures it is not tampered with in transmission.
There are options: Message Digest 5 (MD5) and Secure Hash Algorithm (SHA1, SHA256). SHAL is
more resistant to brute-force attacks than MD5. However, it is slower.

Compression: Choose adaptive to use the LZO compression library to compress the data stream.

Tunnel Keepalive

Tunnel Keepalive

Keepalive M Enable Interval second[s] Timeout second[s]

Keepalive: Enable to allow the router to check the connectivity to the peer every 10 seconds (can be
changed based on need) by sending ping package to keep the OpenVPN tunnel active.

Interval: This period between Pings is set to monitor the connection status. Default interval setting is
10 seconds. Time interval can be set from 0 to 3600 second.

Timeout: Restart if receiving no response until the timeout period expires, by default, 120s.
Click Save to submit your OpenVPN Server basic settings.
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OpenVPN Client

The settings oftheOpe n VPN c¢cl i ent should match whatds set

Note: up to 4 tunnels can be added.

* OpenVPN Client
OpenVPN Client Listing

Index Configuration Method Connection Mame Active Edit  Delete
1 Manually F
2 Manually F
3 Manually F
4 Import Profile F

Two methods to configure OpenVPN client, Manually or Import Profile.

Add OpenVPN Client - Manually

¥ OpenVPN Client (Manually)

Rule Index 1w

Connection Name | |

Active OvYes ®No

Tunnel Type [ TUM (IP over OpenvFN) v |

Server IP Address or Domain Name | |F'ort Number

Protocal

Active as Default Route vas @ Mo

IP Address Range Remote Network Address Metmask 255,265 2550

Cne to One NAT O Actived ® Deactived
Local IP Address MNetmask 255.265.255.0
Mapped Tunnel IP Address MNeimask 2552552560

Certification

Local Certificate Index

Trusted CA Index

TLS-Cipher Default Security Level

Additional Authentication Username | Password

TLS-Auth vas @ Mo

Key Direction 1 L

TLS-Auth Key

Cryptographic Suite

Cipher | Default w
Hash Default
Compression Adaptive w

Tunnel Keepalive

Keepalive Enable Interval Timeout 120

second(s) second(s)

Common Options
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Rule Index
Connection Name

Active

OYes ®np

Rule Index: The index to identify the OpenVPN connection/rule.
Connection Name: user-defined name to mark the connection/rule.
Active: Select Yes to activate the rule.

Tunnel Type

4 TUN (IP over OpenVPN): The mode simulates a network layer device and operates in layer 3
carrying IP packets, used with routing on this mode..

4 TAP (Ethernet over OpenVPN): The mode simulates a link layer device and operates in layer
2 carrying Ethernet frames.

Tunnel Type - TUN (IP over OpenVPN)

Tunnel Type [ TUM (IP over OpenvFN) v |

Server IP Address or Domain Name | |P0rt Number 1194

Protocal

Active as Default Route ®ves N0

IF Address Range Remote Network Address MNeimask 2552552560

One to One NAT ® actived () Deactived
Local IP Address | | Netmask 255.255.255.0
Mapped Tunnel |P Address | | Netmask 255.255.255.0

Tunnel Type - TAP (Ethernet over OpenVPN)

Tunnel Type | TAP (Ethernet over OpenVPN) w |

Bridge Mode ®vyas (Mo

Server |P Address or Domain Name | |P0rt MNumber 1194

Protocal

Active as Default Route Yesg Mo

IP Address Range Remote Network Address Metmask 255,265 2550

Cne to One NAT Actived ' Deactived
Local IP Address MNetmask 255.265.255.0
Mapped Tunnel IP Address MNeimask 2552552560

Bridge Mode: Yes or No. Only when Tunnel Type is TAP(Ethernet over OpenVPN).

Server IP Address or Domain Name: Enter the WAN IP address or Domain name of the OpenVPN
server.

Service Port: Port 1194 is the official assigned port number for OpenVPN

Protocol: OpenVPN can run over User Datagram Protocol (UDP) or Transmission Control Protocol
(TCP) transports. Select the protocol.

Active as Default Route: Choose Yes to let the OpenVPN tunnel/connection be the default route for
traffic, under this circumstance, all outgoing packets will be forwarded to this tunnel and routed to the
next hop. Only when Tunnel Type is TUN(IP over OpenVPN).

173


http://en.wikipedia.org/wiki/User_Datagram_Protocol
http://en.wikipedia.org/wiki/Transmission_Control_Protocol

Remote Network Address: Set the network address of remote peer.
Netmask: Set the subnet mask of the remote peer.

One to One NAT: One-to-one NAT is a way to make hosts behind a NAT firewall configured with
private IP addresses appear to have IP addresses that can be accessed from the outside. In this case
it is behind the OpenVPN tunnel. Only when Tunnel Type is TUN(IP over OpenVPN).

Local IP Address/Netmask: Set the IP address and subnet mask of local host.

Mapped Tunnel IP Address/Netmask: Set the accessed IP address and subnet mask for remote
peer.

Certification

Certification

Local Certificate Index
Trusted CA Index
TLS-Cipher Default Security Level
- — Password
Additional Authentication Usermame |
TLS-Auth Cves @ pNo
Key Direction 1 v
TLS-Auth Key

P

Local Certificate Index: Select the local certificate. Please Edit certificates in Certificate
Management. OpenVPN mutually authenticate each other based on certificates and CA. If not edited
first, only Default(the embedded certificate) is listed.

Trusted CA Index: Select the trusted CA. Please Edit certificates in Certificate Management.
TLS-Cipher Default Security Level: Set Security Level of TLS-Cipher suite. Default, 0 or 1.

TLS-Auth: Enable TLS-Auth to more secure. When TLS-Auth is enabled, users have to set Key
Direction and TLS-Auth Key.

Key Direction: Direction parameter used TLS-Auth. Usually, O for OpenVPN Server, 1 for OpenVPN
Client.

TLS-Auth Key: Static key used in TLS-Auth, this key is given by OpenVPN service provider

Cryptographic Suite

Cryptographic Suite

Cipher | Default w
st
Compression

Cipher: OpenVPN uses all the ciphers available in the OpenSSL package to encrypt both the data
and channels. Select the encryption method.

Hash: To establish the integrity of the datagram and ensures it is not tampered with in transmission.
There are options: Message Digest 5 (MD5) and Secure Hash Algorithm (SHA1, SHA256). SHAL is
more resistant to brute-force attacks than MD5. However, it is slower.

Compression: Choose adaptive to use the LZO compression library to compress the data stream.
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Tunnel Keepalive

Tunnel Keepalive

Keepalive Enable Interval Timeout
second(s) second(s)

Keepalive: Enable to allow the router to check the connectivity to the peer every 10 seconds (can be
changed based on need) by sending ping package to keep the OpenVPN tunnel active.

Interval: This period between Pings is set to monitor the connection status. Default interval setting is
10 seconds. Time interval can be set from 0 to 3600 second.

Timeout: Restart if receiving no response until the timeout period expires, by default, 120s.
Click Save button to save your changes.

Add OpenVPN Client - Import Profile

T OpenVPN Client (Import Profile)

Rule Index 4w

Connection Name |

Active vas @ Mo

Additional Authentication Username | | FPassword
Configuration File [ Choose File | No file chosen [Upload |  Config File Mot Ready
After clicked "Upload”, please wait for & seconds and then click "Save”

Save | Back |

Rule Index: Only one rule can be added by import profile, it is rule indxe 4.
Connection Name: User-defined OpenVPN connection name.
Active: Select Yes to enable this OpenVPN client.

Additional Authentication: Some OpenVPN servers will check Username/Password, this
username/password is given by OpenVPN service provider.

Configuration File: Click Choose File to import OpenVPN profile, this profile is given by OpenVPN
service provider.

Upload: Upload profile.
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Example: OpenVPN VPN Connection

The branch office establishes a OpenVPN tunnel with head office to connect two private networks over
the Internet. The routers are installed in the head office and branch office accordingly.

Note: Both office LAN networks must be in different subnets with the OpenVPN connection.
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